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NAME

ovs—dpctl — administer Open vSwitch datapaths
SYNOPSIS

ovs—dpctl [option§ commandswitcH [args..]
DESCRIPTION

The ovs—dpctl program can create, modifgnd delete Open vSwitch datapaths.single machine may
host aly number of datapaths.

This program works only with datapaths that are implemented outsmles-efswitchd itself, such as the
Linux and Windows kernel-based datapath§o manage datapaths that are integrated av-vswitchd
such as the userspaaee(deV) datapath, us@vs—appct8) to invoke te dpctl/* commands, which are
documented ivs—vswitchd8).

A newly created datapath is associated with only one networicelea virtual network device sometimes
called the datapath™local port”. A newly created datapath is not, wever, associated with anof the
hosts aher network deices. D intercept and process traffic on aegi network device, use thadd-if
command to explicitly add that network device to the datapath.

If ovs—vswitchd8) is in use, usevs-vsct(8) instead obvs—dpctl.

Most ovs—dpctl commands that work with datapathsean agument that specifies the name of the data-
path. Datapatimames ta& the form fype@]name wherenameis the network device associated with the
datapaths local port. If typeis given, it specifies the datapath provider refme otherwise the deiult
providersystemis assumed.

The following commands manage datapaths.

add-dp dp [netdey,option...]
Creates datapatip, with a local port also namedp. This will fail if a network deice dp already
exists.

If netdeg ae specifiedpvs—dpctl adds them to the medatapath, just as &dd-if was Pecified.

del-dpdp
Deletes datapathlp. If dp is associated with gnnetwork devices, the are automatically
removed.

add-if dp netdej,option...
Adds eacmetdevto the set of network d&es datapatkdp monitors, wherealp is the name of an
existing datapath, andetdevis the name of one of the hastetwork devices, e.geth0. Once a
network device has been added to a datapath, the datapath has compérhip of the netark
devices traffic and the network device appears silent to the rest of the system.

A netdevmay be followed by a comma-separated list of options. The following options are cur
rently supported:

type=type
Specifies the type of port to add. The default tysysem

port_no=port
Requests a specific port number within the datapath. If this option is not specified then
one will be automatically assigned.

key=value
Adds an arbitrary &y-value option to the po”’mnfiguration.

ovs—vswitchd.conf.dif5) documents thevailable port types and options.

set-if dp por{,optiori...
Reconfigures eacport in dp as specified.An option of the formkey=value adds the specified
key-value option to the port owverrides an existingdy’s value. Anoption of the formkey=, that
is, without a value, deletes theykvalue namedtey. The type and port number of a port cannot be
changed, stype andport_no are only allowed if thg match the existing configuration.
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del-if dp netdev.
Remawes eachnetdevfrom the list of network devices datapalihmonitors.

dump-dps
Prints the name of each configured datapath on a separate line.

[-s| ——statisticd show[dp...]
Prints a summary of configured datapaths, including their datapath numbers and a list of ports con-
nected to each datapat{irhe local port is identified as port Olfy —s or ——statisticsis specified,
then packet and byte counters are also printed for each port.

The datapath numbers consists ofvfitats and mga flow mask stats.

The "lookups" rav displays three stats related towldookup triggered by processing incoming
paclets in the datapath. "hit" displays number of packets mateistig flows. "missed"” displays

the number of pa@kts not matching gnexisting flow and require user space processiritpst"
displays number of paeks destined for user space process but subsequently dropped before reach-
ing userspace. The sum of "hit" and "miss" equals to the total number atpaatapath pro-
cessed.

The "flows" rav displays the number of flows in datapath.

The "masks" rav displays the mga flow mask stats. This m is omitted for datapath not imple-
menting mga flow. "hit" displays the total number of masks visited for matching incoming pack-
ets. "total" displays number of masks in the datapath. "hit/pkt" displaysvén@ga number of
masks visited per packet; the ratio between "hit" and total number oétpgmlocessed by the
datapath”.

If one or more datapaths are specified, information on only those datapaths are disptaged.
wise,ovs—dpctl displays information about all configured datapaths.

DATAPATH FLOW TABLE DEBUGGING COMMANDS
The following commands are primarily useful for dgging Open vSwitch. The fiotable entries (both
matches and actions) that yheork with are not OpenFo flow entries. Insteadthey are different and
considerably simpler flows maintained by the Open vSwitrhéd module.Use ovs—ofctl(8), instead, to
work with OpenFlav flow entries.

The dp agument to each of these commands is optional when exactly one datapath exists, in which case
that datapath is the deflt. Whermmultiple datapaths exist, then a datapath name is required.

[-m | ——more] dump—flows [dp] [filter=filter]
Prints to the console all floentries in datapatkp's flow table. Wthout —-m or ——more, output
omits match fields that a flowildcards entirely; with-m or ——more, output includes all wild-
carded fields.

If filter=filter is specified, only displays the flows that matchfther. filter is a flav in the form
similiar to that accepted bgvs—ofctl(8)'s add—flow command. (This is not an Openwidlow:
besides other differences, ituee contains wildcards.)The filter is also useful to match wild-
carded fields in the datapathviloAs an eample filter="tcp,tp_src=100" will match the datapath
flow containing tcp(src=80/0xff00,dst=8080/0xff)

add-flow [dp] flow actions

[-—clear] [--may-creatqd [-s | ——statistic§ mod-flow [dp] flow actions
Adds or modifies a fle in dp's flow table that, when a paek matchingflow arrives, causes
actionsto be eecuted.

The add-flow command succeeds only ifow does not alreadyxest in dp. Contrariwise,
mod-flow without ——may-create only modifies the actions for anxisting flov. With
——may-create mod-flow will add a nev flow or modify an existing one.

If —sor ——statisticsis specified, themod-flow prints the modified fl’s datistics. Aflow’s da-
tistics are the number of packets and bytes that lpassed through the fip the elapsed time
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since the flar last processed a packet g, and (for TCP flows) the union of the TCP flags pro-
cessed through the ¥flo

With ——clear, mod—flow zeros out the flo’'s datistics. Thestatistics printed if-s or ——statistics
is also specified are those from just before clearing the statistics.

[-s| ——statisticqd del-flow [dp] flow
Deletes the fiv from dp's flow table that matchelow. If —s or ——statisticsis specified, then
del-flow prints the deleted flow’'datistics.

get-flow[dp] ufid:ufid
Fetches the fle from dp's flow table with unique identifienfid. ufid must be specified as a string
of 32 hexadecimal characters.

del-flows[dp]
Deletes all flav entries from datapattip's flow table.

OPTIONS

-s

——statistics
Causes thahow command to print paet and byte counters for each port within the datapaths
that it shows.

-m

--more
Increases the verbosity ddmp-flows output.

-t

——timeout=secs

Limits ovs—dpctl runtime to approximatelgecsseconds. Ithe timeout pires, ovs—dpctl will
exit with aSIGALRM signal.

-v[sped

——verboseisped
Sets logging heels. Without ary speg sets the log feel for every module and destination tibg.
Otherwise,specis a list of words separated by spaces or commas or colons, up to one from each
category below:

. A valid module name, as displayed by tHeg/list command orovs—appctl8), limits
the log level change to the specified module.

. syslog consolg or file, to limit the log level change to only to the system log, to the con-
sole, or to a file, respecdy.

On Windows platform,syslogis accepted as a word and is only useful along with the
—-syslog-targetoption (the word has no effect otherwise).

. off, emer, err, warn, info, or dbg, to control the log lgel. Messagesf the gven sve-
ity or higher will be logged, and messages ofdo severity will be filtered out. off filters
out all messages. Sees—appct8) for a definition of each logvel.

Case is not significant withgpec

Regardless of the log keels set forfile, logging to a file will not taé& pace unless-—log-file is
also specified (see below).

For compatibility with older versions of OV&ny is accepted as a word but has no effect.
-V
—-verbose

Sets the maximum logging verbosityée equivalent to——verbose=dbg

—vPAT TERN: destinationpattern
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——verbose=RAT TERN: destinationpattern
Sets the log pattern folestinatiorto pattern Refer toovs—appct8) for a description of thealid
syntax forpattern

—VFACILITY: facility

——verbose=RACILITY: facility
Sets the RFC5424¢ility of the log messagéacility can be one okern, user, mail, daemon
auth, syslog Ipr, news uucp, clock, ftp, ntp, audit, alert, clock2, localQ, locall, local2, local3,
local4, local5, local6 or local?. If this option is not specifiedaemonis used as the default for the
local system syslog anldcalO is used while sending a message to the target provided via the
—-syslog-targetoption.

——log—file[=file]
Enables logging to a filelf file is specified, then it is used as the exact name for the lodrfike.
default log file name usedfife is omitted is/var/log/openvswitch/ovs—dpctl.log

—-syslog-targethostport
Send syslog messages to Up#tt on host in addition to the system sysloglhe hostmust be a
numerical IP address, not a hostname.

—-syslog—-methodmethod
Specifymethodhow syslog messages should be sent to syslog daefalowing forms are sup-
ported:

. libc, use libc syslog() function. Thisis the default behdor. Downside of using this
options is that libc adds fixed prefix teeey message before it is actually sent to the sys-
log daemon eer /dev/log UNIX domain socket.

. unix:file, use UNIX domain socket directlyit is possible to specify arbitrary message
format with this option.However, rsyslogd 8.9and older versions use hard coded parser
function alyway that limits UNIX domain socket uséf you want to use arbitrary mes-
sage format with oldersyslogd versions, then use UDP socket to localhost IP address
instead.

. udp:ip:port, use UDP sookt. Wth this method it is possible to use arbitrary message
format also with oldersyslogd When sending syslog messagesrdJDP socket etra
precaution needs to be tkinto account, for example, syslog daemon needs to be con-
figured to listen on the specified UDP port, accidental iptables rules could be interfering
with local syslog trdfc and there are some security considerations that apply to UDP
sockets, but do not apply to UNIX domain sockets.

-h
——help Prints a brief help message to the console.
-V
—=version
Prints version information to the console.

SEE ALSO
ovs—appctl8), ovs—vswitchd8)
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