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NAME
ovs-vswitchd.conf.db — Open_vSwitch database schema

A database with this schema holds the configuration for one Open vSwitch daemon. Thel tymfegu-
ration for the daemon is ti@pen_vSwitchtable, which must he exactly one record. Records in other
tables are significant only when yhean be reached directly or indirectly from tB@en_vSwitchtable.
Records that are not reachable from @men_vSwitchtable are automatically deleted from the database,
except for records in afedistinguished “root settables.

Common Columns
Most tables contain twspecial columns, nameather_configandexternal_ids These columns ha the
same form and purpose each place that #hpear so we @scribe them here toveapace later.

other_config map of string-string pairs
Key-value pairs for configuring rarely used features. Supporesd, lkalong with the
forms taken by their values, are documented individually for each table.

A few tables do not hee other_configcolumns because n@¥kvalue pairs hee yet been
defined for them.

external_ids map of string-string pairs
Key-value pairs for use byxternal framevorks that integrate with Open vSwitch, rather
than by Open vSwitch itself. System integrators should either use the Open vSwitch
development mailing list to coordinate on commoeykalue definitions, or choosek
names that are ldty to be unique. In some cases, wheeg-\kalue pairs hae been
defined that are likely to be widely useful, taee documented individually for each ta-
ble.

TABLE SUMMARY
The following list summarizes the purpose of each of the tables i@pea_vSwitchdatabase. Eadiable
is described in more detail on a later page.

Table Purpose

Open_vSwitch Open vSwitch configuration.
Bridge Bridge configuration.

Port Port configuration.

Interface One physical network device in a Port.
Flow_Table OpenFlav table configuration

QoS Quality of Service configuration
Queue QoS output queue.

Mirror Port mirroring.

Controller OpenFlav controller configuration.
Manager OVSDB management connection.
NetFlow NetFlown configuration.

SSL SSL configuration.

sFlow sFlow configuration.

IPFIX IPFIX configuration.

Flow_Sample_Collector_Set
Flow_Sample_Collector_Set configuration.
AutoAttach AutoAttach configuration.
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TABLE RELATIONSHIPS

The following diagram shows the relationship among tables in the database. Each node represents a table.
Tables that are part of the “root sedre shown with double borders. Each edge leads from the table that
contains it and points to the table that its value represents. Edges are labeled with their column names, fol-
lowed by a constraint on the number of ai#al \alues:? for zero or one¥ for zero or mores for one or

more. Thicklines represent strong references; thin lines represent weak references.
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Open_vSwitch TABLE
Configuration for an Open vSwitch daemon. There must be exactly one recor®ipethevSwitchtable.

Summary:
Configuration:
bridges set ofBridges
ssl optional SSL
external_ids : system-id optional string
external_ids : xs-system-uuid optional string

other_config :
other_config :
other_config :
other_config :
other_config :
other_config :
other_config :

stats-update-inteval
flow-restore-wait
flow-limit
n-dpdk-rxgs
pmd-cpu-mask
n-handler-threads
n-revdidator-threads

optional string, containing an integet least 5,000
optional string, eithetrue or false

optional string, containing an integet least 0
optional string, containing an integet least 1
optional string

optional string, containing an integet least 1
optional string, containing an integet least 1

Status:
next_cfg integer
cur_cfg integer
Statistics:

other_config : enable-statistics
statistics : cpu
statistics : load_aerage
statistics : memory
statistics : process_NAME
statistics : file_systems
Version Reporting:

ovs_version

db_version

system_type

system_version

optional string, eithetrue or false

optional string, containing an integet least 1
optional string

optional string

optional string

optional string

optional string
optional string
optional string
optional string

Capabilities:
datapath_types set of strings
iface_types set of strings

Database Configuration:
manager_options

Common Columns:
other_config
external_ids

set ofManagers

map of string-string pairs
map of string-string pairs

Details:
Configuration:

bridges: set of Bridges
Set of bridges managed by the daemon.

sst optional SSL
SSL used globally by the daemon.

external_ids : system-id optional string
A unique identifier for the Open vSwitchphysical host. The form of the identifier depends on
the type of the host. On a Citrix XenSeruthis will likely be the same amsxternal_ids:xs-sys-
tem-uuid.

external_ids : xs-system-uuidoptional string
The Citrix XenServer umersally unique identifier for the physical host as displayedxéy
host-list.
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other_config : stats-update-inteval: optional string, containing an integet least 5,000
Intenal for updating statistics to the database, in millisecofidiés option will affect the update
of thestatisticscolumn in the following table$ort, Interface , Mirror .

Default value is 5000 ms.
Getting statistics more frequently can be aoddesia OpenFlav.

other_config : flow-restore-wait optional string, eithetrue or false
Whenovs-vswitchdstarts up, it has an emptyvidable and therefore it handles all arriving pack-
ets in its default fashion according to its configuration, by dropping them or sending them to an
OpenFlav controller or switching them as a standalone switch. Thiswbehs ordinarily desi
able. Havever, if ovs—vswitchdis restarting as part of &ot-upgradé, t hen this leads to a rela-
tively long period during which packets are mishandled.

This option allows for impreement. Wherovs—vswitchdstarts with this value set #sie, it will
neither flush or expire previously set datapath flows nor will it send andee®y @clkets to or
from the datapath. When this value is later sdalge, ovs—vswitchdwill start receiving paokts
from the datapath and re-setup the flows.

Thus, with this option, the procedure for a hot-upgradevefvswitchd becomes roughly the fol-
lowing:

1. Stopovs-vswitchd

2. Setother_config:flow-restore-waitto true.

3. Startovs—vswitchd
4

Useovs—ofctl (or some other program, such as an Opemlfelantroller) to restore the Open-
Flow flow table to the desired state.

5. Setother_config:flow-restore-waitto false (or remae it entirely from the database).

The ovs—ctl's “restart’ and “force-reload-kmod’functions use the al’e config option during
hot upgrades.

other_config : flow-limit: optional string, containing an integet least 0
The maximum number of flows alled in the datapath fiotable. InternallyOVS will choose a
flow limit which will likely be lower than this numbdrased on real time network conditions.

The default is 200000.

other_config : n-dpdk-rxgs: optional string, containing an integet least 1
Specifies the maximum number of rx queues to be created for each dpdicentdfhot specified
or specified to 0, one rx queue will be created for each dpdk interface by default.

other_config : pmd-cpu-mask optional string
Specifies CPU mask for setting the cpiinétfy of PMD (Poll Mode Drver) threads.Value should
be in the form of he string, similar to the dpdk EAL '-c COREMASK’ option input or the
‘taskset’ mask input.

The lowest order bit corresponds to the first CPU cérset bit means the corresponding core is
available and a pmd thread will be created and pinned to it. If the input doesvaotltaores,
those unceered cores are considered not set.

If not specified, one pmd thread will be created for each numa node and pinngcatailable
core on the numa node by default.

other_config : n-handler-threads optional string, containing an integet least 1
Specifies the number of threads for software datapaths to use for handlifigwe Thedefault
the number of online CPU cores minus the numbenafidators.

This configuration is per datapath.you have nore than one software datapath (e.g. seystem
bridges and someetdev bridges), then the total number of threads-ibandler-threads times
the number of software datapaths.
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other_config : n-revdidator-threads: optional string, containing an integeit least 1
Specifies the number of threads for software datapaths to usgdatatng flows in the datapath.
Typically, there is a direct correlation between the number\@idator threads, and the number
of flows allowed in the datapath. The default is the number of cpu cores divided by four plus one.
If n—handler-threadsis set, the dafult changes to the number of cpu cores minus the number of
handler threads.

This configuration is per datapath.you have nore than one software datapath (e.g. seystem
bridges and someetdev bridges), then the total number of threads-ibandler-threads times
the number of software datapaths.

Status:

next_cfg integer
Sequence number for client to incremewthen a client modifies grpart of the database config-
uration and wishes to wait for Open vSwitch to finish applying the changes, it may increment this
sequence number.

cur_cfg: integer
Sequence number that Open vSwitch sets to the current vategtotfgafter it finishes applying
a <t of configuration changes.

Statistics:
The statistics column contains dy-value pairs that report statistics about a system running an Open
vSwitch. Theseare updated periodically (currentirery 5 seconds)Key-value pairs that cannot be deter
mined or that do not apply to a platform are omitted.

other_config : enable-statisticsoptional string, eithetrue or false
Statistics are disabled by default tmia overhead in the common case when statistics gathering is
not useful. Set this value toue to enable populating tretatistics column or tofalseto explicitly
disable it.

statistics : cpu optional string, containing an integet least 1
Number of CPU processors, threads, or cores currently onlinevaitabke to the operating sys-
tem on which Open vSwitch is running, as angete This may be less than the number installed,
if some are not online or if there not &ailable to the operating system.

Open vSwitch userspace processes are not multithreaded, but the Linux kernel-based datapath is.

statistics : load_aerage: optional string
A comma-separated list of three floating-point numbers, representing the systeneiagd aer
the last 1, 5, and 15 minutes, respeyi

statistics : memory. optional string
A comma-separated list of integers, each of which represents a quantity of memory in kilobytes

that describes the operating system on which Open vSwitch is running. In respetdi, these
values are:

1. Total amount of RAM allocated to the OS.
2. RAM allocated to the OS that is in use.

3. RAM that can be flushed out to disk or otherwise discarded if that space is needed for another
purpose. Thisumber is necessarily less than or equal to the previous value.

4. Total disk space allocated for swap.
5. Swap space currently in use.

On Linux, all five values can be determined and are includ@d. other operating systems, only
the first tw values can be determined, so the list will onlyehwvo values.

statistics : process_NAME optional string
One such &y-value pair with NAME replaced by a process name, will exist for each running
Open vSwitch daemon process, withame replaced by the daemaen’ rame (e.g.
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process_ovs-vswitchfd Thevaue is a comma-separated list of oges. Thdntegers represent
the following, with memory measured in kilobytes and durations in milliseconds:

1. The process'virtual memory size.

2. The process’resident set size.

3. The amount of user and system CPU time consumed by the process.
4

The number of times that the process has crashed and been automatically restarted by the
monitor.

5. The duration since the process was started.
6. The duration for which the process has been running.

The interpretation of some of thesalues depends on whether the process was started with the
——monitor. If it was not, then the crash count wilvalys be 0 and the twdurations will alvays

be the samelf ——monitor was gven, then the crash count may be puwsitif it is, the latter dura-

tion is the amount of time since the most recent crash and restart.

There will be one &y-value pair for each file in Open vSwitsh"run directory’ (usually
/var/run/openvswitch) whose name ends ipid, whose contents are a process ID, and which is
locked by a running process. Thameis taken from the pidfils’rame.

Currently Open vSwitch is only able to obtain all of thevabdetail on Linux systems. On other
systems, the samekvalue pairs will be present but the values willals be the empty string.

statistics : file_systemsoptional string
A space-separated list of information on local, writable file systems. Each item in the list
describes one file system and consists in turn of a comma-separated list of the following:

1. Mount point, e.g/ or /var/llog. Any faces or commas in the mount point are replaced by
underscores.

2. Total size, in kilobytes, as an integer.
3. Amount of storage in use, in kilobytes, as an integer.

This key-value pair is omitted if there are no local, writable file systems or if Open vSwitch cannot
obtain the needed information.

Version Reporting:
These columns report the types and versions of the hardware and software running Open \\&nich.
ommend in general that sofiwe should test whether specific features are supported instead of relying on
version number checks. These values are primarily intended for reporting to human administrators.

ovs_version optional string
The Open vSwitch version numberg.1.1.Q

db_version optional string
The database schema version number in the fomjor.minortweak eg. 1.2.3 Wheneer the
database schema is changed in a non-backeompatible way (e.g. deleting a column or a table),
major is incremented. When the database schema is changed in a backward compatible way (e.qg.
adding a ne& column), minoris incremented. When the database schema is changed cosmetically
(e.g. reindenting its syntaxyyeakis incremented.

The schema version is part of the database schema, so it can also bedrbyriéetching the
schema using the Open vSwitch database protocol.

system_type optional string
An identifier for the type of system on top of which Open vSwitch runsXergSewer or KVM .

System integrators are responsible for choosing and setting an appropriate value for this column.
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system_versionoptional string

The \ersion of the system identified Bystem_type e.g. 5.6.100-39265m@n XenServer 5.6.100
build 39265.

System integrators are responsible for choosing and setting an appropriate value for this column.
Capabilities:
These columns report capabilities of the Open vSwitch instance.
datapath_types set of strings

This column reports the different dpifs registered with the system. These are the values that this
instance supports in tltatapath_typecolumn of theBridge table.

iface_types set of strings
This column reports the different netdevs registered with the sydibase are the values that this
instance supports in thgpe column of thenterface table.

Database Configuration:
These columns primarily configure the Open vSwitch databtasell{—sewrer), not the Open vSwitch
switch vs—vswitchd. TheOVSDB database also uses Hsésettings.

The Open vSwitch switch does read the database configuration to determine remote IP addresses to which
in-band control should apply.

manager_options set of Managers
Database clients to which the Open vSwitch databaserssmuld connect or to which it should
listen, along with options for mothese connection should be configured. Sedideager table
for more information.

Common Columns:

The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

other_config map of string-string pairs

external_ids map of string-string pairs
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Bridge TABLE
Configuration for a bridge within &@pen_vSwitch

A Bridge record represents an Ethernet switch with one or mpoets;” which are thePort records
pointed to by th@ridge’s ports column.

Summary:
Core Features:
name immutable string (must be unique within table)
ports set ofPorts
mirrors set ofMirror s
netflow optionalNetFlow
sflow optionalsFlow
ipfix optionalIPFIX
flood_vlans set of up to 4,096 integers, in range 0 to 4,095

auto_attach

OpenFlow Configuration:

controller
flow_tables

fail_mode

datapath_id
datapath_version
other_config : datapath-id
other_config : dp-desc
other_config : disable-in-band
other_config : in-band-queue

protocols

Spanning flee Configuration:

STP Configuration:
stp_enable

other_config : stp-system-id

other_config : stp-priority

other_config : stp-hello-time

other_config : stp-max-age

other_config : stp-forward-delay

optionalAutoAttach

set ofController s

map of intger+low_Table pairs, ley in range 0 to
254

optional string, eithesecureor standalone

optional string

string

optional string

optional string

optional string, eithetrue or false

optional string, containing an iger, in range 0 to
4,294,967,295

set of strings, one oOpenFlowll OpenFlowlQ

OpenFlow13 OpenFlow12 OpenFlow15 or Open-

Flow14

boolean

optional string

optional string, containing an iger, in range 0 to
65,535

optional string, containing an integer range 1 to 10
optional string, containing an integéer range 6 to 40
optional string, containing an integer range 4 to 30

other_config : mcast-snooping-aging-time

optional string, containing an integet least 1

other_config : mcast-snooping-table-sizeoptional string, containing an integat least 1
other_config : mcast-snooping-disable-flood-unregistered

STP Status:
status : stp_bridge_id

status : stp_designated_root

status : stp_root_path_cost

Rapid Spanningrée:

RSTP Configuration:
rstp_enable
other_config : rstp-address
other_config : rstp-priority

Open vSwitch 2.4.90

optional string, eithetrue or false

optional string
optional string
optional string

boolean

optional string

optional string, containing an iger, in range 0 to
61,440
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other_config : rstp-ageing-time optional string, containing an irger, in range 10 to
1,000,000
other_config : rstp-force-protocol-version
optional string, containing an integer
other_config : rstp-max-age optional string, containing an integéer range 6 to 40
other_config : rstp-forward-delay optional string, containing an integer range 4 to 30
other_config : rstp-transmit-hold-count optional string, containing an integér range 1 to 10
RSTP Status:

rstp_status : rstp_bridge_id optional string
rstp_status : rstp_root_id optional string
rstp_status : rstp_root_path_cost optional string, containing an integet least 0
rstp_status : rstp_designated_id optional string
rstp_status : rstp_designated_port_id  optional string
rstp_status : rstp_bridge_port_id optional string
Multicast Snooping Configuration:
mcast_snooping_enable boolean
Other Features:
datapath_type string
external_ids : bridge-id optional string
external_ids : xs-network-uuids optional string
other_config : hwaddr optional string
other_config : forward-bpdu optional string, eithetrue or false
other_config : mac-aging-time optional string, containing an integet least 1
other_config : mac-table-size optional string, containing an integet least 1
Common Columns:
other_config map of string-string pairs
external_ids map of string-string pairs

Details:
Core Features:

name immutable string (must be unique within table)
Bridge identifier Should be alphanumeric and no more than about 8 bytes Muogt be unique
among the names of ports, interfaces, and bridges on a host.

ports: set of Ports
Ports included in the bridge.

mirrors : set of Mirror s
Port mirroring configuration.

netflow: optionalNetFlow
NetFlown configuration.

sflow: optionalsFlow
sFlow(R) configuration.

ipfix: optional IPFIX
IPFIX configuration.

flood_vlans set of up to 4,096 integers, in range 0 to 4,095
VLAN IDs of VLANs on which MAC address learning should be disabled, so that packets are
flooded instead of being sent to specific ports that arevbeli® contain packets’ destination
MACSs. Thisshould ordinarily be used to disable KZAearning on VLANs used for mirroring
(RSPAN VLANS). It may also be useful for debugging.

SLB bonding (see thbond_modecolumn in thePort table) is incompatible witllood_vlans
Consider using another bonding mode or a different type of mirror instead.
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auto_attach optional AutoAttach
Auto Attach configuration.

OpenFlow Configuration:

controller: set of Controller s
OpenFlav controller set. If unset, then no Openkloontrollers will be used.

If there are primary controllers, removing all of them clears thetéble. Ifthere are no primary
controllers, adding one also clears thevftable. Otherchanges to the set of controllers, such as
adding or removing a service controllalding another primary controller to supplement xiste

ing primary controlleror remaoving only one of tw primary controllers, hae ro efect on the flo
table.

flow_tables map of integeiFlow_Table pairs, ley in range 0 to 254
Configuration for OpenFie tables. Eaclpair maps from an OpenRkiotable ID to configuration
for that table.

fail_mode: optional string, eithesecureor standalone
When a controller is configured, it is, ordinarilgsponsible for setting up all flows on the switch.
Thus, if the connection to the controller fails, navneetwork connections can be set up. If the
connection to the controller stays down long enough, nogisclan pass through the switch at all.
This setting determines the switsh&ésponse to such a situation. It may be set to one of the fol-
lowing:

standalone
If no message is reaed from the controller for three times the inactivity probe irdérv
(seeinactivity_probe), then Open vSwitch will tak over responsibility for setting up
flows. Inthis mode, Open vSwitch causes the bridge to aetdika@dinary MAC-learn-
ing switch. Open vSwitch will continue to retry connecting to the controller in the back-
ground and, when the connection succeeds, it will discontinue its standalone behavior.

secure Open vSwitch will not set up flows on itsvo when the controller connection fails or
when no controllers are defined. The bridge will continue to retry connectingyto an
defined controllers foxer.

The default isstandaloneif the value is unset, but futuressions of Open vSwitch may change
the default.

The standalonemode can create forwarding loops on a bridge that has more than one uplink port
unless STP is enabledo avoid loops on such a bridge, configilsecuremode or enable STP
(seestp_enabl§.

When more than one controller is configuriad, mode is considered only when none of the con-
figured controllers can be contacted.

Changingfail_mode when no primary controllers are configured clears tive thble.

datapath_id: optional string
Reports the OpenRlodatapath ID in use. Exactly 16xdigits. (Settingthis column has no use-
ful effect. Sebther-config:datapath-id instead.)

datapath_version string
Reports the version number of the Open vSwitch datapath inTisg.allows management soft-
ware to detect and report discrepancies between Open vSwitch userspace and datsipath v
(The ovs_versioncolumn in theOpen_vSwitch reports the Open vSwitch userspa@ssion.)
The version reported depends on the datapath in use:

. When the krnel module included in the Open vSwitch source tree is used, this column
reports the Open vSwitch version from which the module was taken.

. When the kernel module that is part of the upstream Linux kernel is used, this column
reports<unknown>.
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. When the datapath is built into tbes—vswitchdbinary, this column reportsbuilt—in> .
A built-in datapath is by definition the samersion as the rest of the Open VSwitch
userspace.

. Other datapaths (such as the Hyper-V kernel datapath) currently <ep&rtown>.

A version discreparycbetweenovs—vswitchd and the datapath in use is not normally cause for
alarm. TheOpen vSwitch kernel datapaths for Linux and Hygemn particulat are designed for
maximum intefversion compatibility: ay userspace ersion works with with ankernel \ersion.

Some reasons do exist to insist on particular user/kernel pairings. First, meagniersions add

new features, that can only be used by new-enough userspace, e.g. VXLAN tunneling requires
certain minimal userspace andriel \ersions. Seconds an extension to the first reason, some
newver kernel versions add wefeatures for enhancing performance that only-aaough
userspace versions candaklvantage of.

other_config : datapath-id optional string
Exactly 16 h# digits to set the OpenRlodatapath ID to a specifi@lue. Maynot be all-zero.

other_config : dp-descoptional string
Human readable description of datapath.it a maximum 256 byte-long free-form string to
describe the datapath for debugging purposesswitgh3 in room 3120

other_config : disable-in-band optional string, eithetrue or false
If set totrue, disable in-band control on the bridggyaadless of controller and manager settings.

other_config : in-band-queue optional string, containing an integér range 0 to 4,294,967,295
A queue ID as a nongdive integer This sets the OpenRloqueue ID that will be used by s
set up by in-band control on this bridgé.unset, or if the port used by an in-band contralflo
does not hee QS configured, or if the port does notvbaa aqieue with the specified ID, the
default queue is used instead.

protocols: set of strings, one obpenFlowll, OpenFlow1lQ OpenFlow1l3 OpenFlowl12 OpenFlow15

or OpenFlow14
List of OpenFlav protocols that may be used when negotiating a connection with a controller
OpenFlav 1.0, 1.1, 1.2, and 1.3 are enabled by default if this column is empty.

OpenFlav 1.4 is not enabled by default because its implementation is missing features.

OpenFlav 1.5 has the same risks as OpemFIb4, but it is @en more perimental because the
OpenFlav 1.5 specification is still under ddopment and thus subject to changPass
——enable-of15t0 ovs—vswitchdto allow OpenFlav 1.5 to be enabled.

Spanning flee Configuration:
The IEEE 802.1D Spanningé@e Protocol (STP) is a network protocol that ensures loop-free topoldigies.
allows redundant links to be included in the network to provide automatic backup paths ifuadirdci
fails.

These settings configure thewskr-to-cowerge kut still widely supported version of Spanning Tree Proto-
col, sometimes known as 802.1D-1998pen vSwitch also supports the newer Rapid Spanning Tree Pro-
tocol (RSTP), documented later in the section tiRegid Spanning Tree Configuration.

STP Configuration:

stp_enable boolean
Enable spanning tree on the briddggy default, STP is disabled on bridges. Bond, internal, and
mirror ports are not supported and will not participate in the spanning tree.

STP and RSTP are mutually excleesi If both are enabled, RSTP will be used.

other_config : stp-system-idoptional string
The bridges STP identifier (the lower 48 bits of the bridge-id) in the fomrxxxxxxxxxx. By
default, the identifier is the M@ address of the bridge.
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other_config : stp-priority: optional string, containing an integén range 0 to 65,535
The bridges relative priority value for determining the root bridge (the upper 16 bits of the bridge-
id). A bridge with the lowest bridge-id is elected the root. By default, the priority is 0x8000.

other_config : stp-hello-time optional string, containing an integér range 1 to 10
The intenal between transmissions of hello messages by designated ports, in secondauBy def
the hello interval is 2 seconds.

other_config : stp-max-ageoptional string, containing an integén range 6 to 40
The maximum age of the information transmitted by the bridge when it is the root bridge, in sec-
onds. Bydefault, the maximum age is 20 seconds.

other_config : stp-forward-delay. optional string, containing an integér range 4 to 30
The delay to wit between transitioning root and designated portert@arding, in seconds. By
default, the forwarding delay is 15 seconds.

other_config : mcast-snooping-aging-timeoptional string, containing an integex least 1
The maximum number of seconds to retain a multicast snooping entry for which no paegets ha
been seen. The daflt is currently 300 seconds (5 minutes). The value, if specified, is forced into
a reasonable range, currently 15 to 3600 seconds.

other_config : mcast-snooping-table-sizeptional string, containing an integet least 1
The maximum number of multicast snooping addresses to learn. The default is currently 2048.
The value, if specified, is forced into a reasonable range, currently 10 to 1,000,000.

other_config : mcast-snooping-disable-flood-unregisteredptional string, eithetrue or false
If set tofalse, unregistered multicast packets are forwarded to all pdftset totrue, unregistered
multicast packets are forwarded to ports connected to multicast routers.

STP Status:

These ky-value pairs report the status of 802.1D-19%8gy are present only if STP is enabled (via the
stp_enablecolumn).

status : stp_bridge_id optional string
The bridge ID used in spanning tree adisements, in the formxxxyyyyyyyyyyywhere thexs
are the STP prioritytheys ae the STP system ID, and eacaindy is a h& digit.

status : stp_designated_rootoptional string
The designated root for this spanning tree, in the same forstatss:stp_bridge_id If this
bridge is the root, this will he the same value atatus:stp_bridge_id otherwise it will differ.

status : stp_root_path_costoptional string
The path cost of reaching the designated bridgéower number is betterThe value is O if this
bridge is the root, otherwise it is higher.

Rapid Spanningrée:
Rapid Spanning Tree Protocol (RSTP)eli®TR, is a retwork protocol that ensures loop-free topologies.

RSTP superseded STP with the publication of 802.1D-2004. Compared t&RSTIP conerges more
quickly and recweers more quickly from failures.

RSTP Configuration:

rstp_enable boolean
Enable Rapid Spanning Tree on the bridBg.default, RSTP is disabled on bridges. Bond, inter
nal, and mirror ports are not supported and will not participate in the spanning tree.

STP and RSTP are mutually excleesi If both are enabled, RSTP will be used.

other_config : rstp-address optional string
The bridges RSTP address (the lower 48 bits of the bridge-id) in the fotmxcxxxxxxxx. By
default, the address is the NAeddress of the bridge.
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other_config : rstp-priority : optional string, containing an integén range 0 to 61,440
The bridges relative priority value for determining the root bridge (the upper 16 bits of the bridge-
id). A bridge with the lowest bridge-id is elected the root. By default, the priority is 0x8000
(32768). Thisvalue needs to be a multiple of 4096, otherwiserdunded to the nearest inferior
one.

other_config : rstp-ageing-time optional string, containing an integém range 10 to 1,000,000
The Ageing Time parameter for the Bridge. The default value is 300 seconds.

other_config : rstp-force-protocol-version optional string, containing an integer
The Force Protocol Version parameter for the Bridfkis can tak the value 0 (STP Compatibil-
ity mode) or 2 (the default, normal operation).

other_config : rstp-max-age optional string, containing an integér range 6 to 40
The maximum age of the information transmitted by the Bridge when it is the Root Bfitge.
default value is 20.

other_config : rstp-forward-delay: optional string, containing an integén range 4 to 30
The delay used by STP Bridges to transition Root and Designated Pomswarding. The
default value is 15.

other_config : rstp-transmit-hold-count: optional string, containing an integér range 1 to 10
The Transmit Hold Count used by the Port Transmit state machine to limit transmissiofheate.
default value is 6.

RSTP Status:
These ky-value pairs report the status of 802.1D—-200Hey are present only if RSTP is enabled (via the
rstp_enablecolumn).

rstp_status : rstp_bridge_id optional string
The bridge ID used in rapid spanning treeatisements, in the formyyy.zzzzzzzzzzwherex is
the RSTP prioritytheys ae a locally assigned system ID extension,zhae the STP system ID,
and eaclx, y, or zis a he digit.

rstp_status : rstp_root_id: optional string
The root of this spanning tree, in the same formsgs status:rstp_bridge_id. If this bridge is
the root, this will hge the same value astp_status:rstp_bridge_id, otherwise it will differ.

rstp_status : rstp_root_path_costoptional string, containing an integeit least O
The path cost of reaching the rod.lower number is betterThe value is O if this bridge is the
root, otherwise it is higher.

rstp_status : rstp_designated_idoptional string
The RSTP designated ID, in the same formsfgs_status:rstp_bridge_id.

rstp_status : rstp_designated_port_idoptional string
The RSTP designated port ID, as a 4-digik hember.

rstp_status : rstp_bridge_port_id: optional string
The RSTP bridge port ID, as a 4-digixirmimber.

Multicast Snooping Configuration:
Multicast snooping (RFC 4541) monitors the Internet Group Management Protocol (IGMP) and Multicast
Listener Discwery traffic between hosts and multicast routers. The switch uses what IGMP and MLD
snooping learns to forward multicast traffic only to irdeds that are connected to interested vexei
Currently it supports IGMPv1, IGMPv2, IGMPv3, MLDv1 and MLDv2 protocols.

mcast_snooping_enabteéboolean
Enable multicast snooping on the bridge. Faw,nthe default is disabled.

Other Features:
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datapath_type string
Name of datapath pvader The kernel datapath has typgstem The userspace datapath has
typenetdev. A manager may refer to tltatapath_typescolumn of theOpen_vSwitchtable for
a list of the types accepted by this Open vSwitch instance.

external_ids : bridge-id: optional string
A unique identifier of the bridge. On Citrix XenServer this will commonly be the sarertas
nal_ids:xs-network-uuids

external_ids : xs-network-uuids optional string
Semicolon-delimited set of urersally unique identifier(s) for the network with which this bridge
is associated on a Citrix XenServer host. The network identifiers are RFC 4122 UUIDs as dis-
played bye.g.,xe network-list.

other_config : hwaddr. optional string
An Ethernet address in the fopmxxxxxxxxxxto set the hardware address of the local port and
influence the datapath ID.

other_config : forward-bpdu: optional string, eithetrue or false
Controls forwarding of BPDUs and other network control frames when NORMAL action is
invoked. Whenthis option isfalse or unset, frames with reserved Ethernet addresses (see table
below) will not be forvarded. Whetthis option istrue, such frames will not be treated specially.

The abeoe general rule has the following exceptions:

. If STP is enabled on the bridge (see #itie_enablecolumn in theBridge table), the
bridge processes all revedl STP packets and mer passes them to Openkioor for-
wards them. This is trueven if STP is disabled on an individual port.

. If LLDP is enabled on an interface (see Hlde column in theinterface table), the inter
face processes reveil LLDP packets and mer passes them to Openklar forwards
them.

Set this option tdrue if the Open vSwitch bridge connects different Ethernet networks and is not
configured to participate in STP.

This option affects packets with the following destination@®/&ldresses:

01:80:¢2:00:00:00
IEEE 802.1D Spanning Tree Protocol (STP).

01:80:¢2:00:00:01

IEEE Pause frame.
01:80:¢2:00:00:&

Other reserved protocols.

00:e0:2b:00:00:00
Extreme Discwery Protocol (EDP).

00:e0:2b:00:00:04and00:e0:2b:00:00:06
Ethernet Automatic Protection Switching (EAPS).

01:00:0c:cc:cc:cc
Cisco Disceery Protocol (CDP), VLAN Tunking Protocol (VTP), Dynamicrilinking
Protocol (DTP), Port Aggoetion Protocol (PAgP), and others.

01:00:0c:cc:cc:cd
Cisco Shared Spanning Tree Protocol PVSTP+.

01:00:0c:cd:cd:cd
Cisco STP Uplink Fast.
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01:00:0c:00:00:00

Cisco Inter Switch Link.
01:00:0c:cc:cc:x

Cisco CFM.

other_config : mac-aging-time optional string, containing an integet least 1
The maximum number of seconds to retain aGM@arning entry for which no packetsvieaeen
seen. Thalefault is currently 300 seconds (5 minutes). The value, if specified, is forced into a
reasonable range, currently 15 to 3600 seconds.

A short MAC aging time allavs a network to more quickly detect that a host is no longer con-
nected to a switch portdowever, it dso makes it more likely that packets will be flooded unnec-
essarily when thg are addressed to a connected host that rarely transmitstpadk reduce the
incidence of unnecessary flooding, use a@/a&ying time longer than the maximum intahat
which a host will ordinarily transmit packets.

other_config : mac-table-sizeoptional string, containing an integet least 1
The maximum number of M@ addresses to learn. The default is currently 2048. The value, if
specified, is forced into a reasonable range, currently 10 to 1,000,000.

Common Columns:

The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

other_config map of string-string pairs

external_ids map of string-string pairs
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Port TABLE
A port within aBridge.

Most commonlya port has exactly onéinterface] p ointed to by itanterfacescolumn. Sucla port logi-
cally corresponds to a port on aypltal Ethernet switchA port with more than one interface is'laonded

port” (seeBonding Configuration).

Some properties that one might think as belonging to a port are actually part of thinpeftice mem-

bers.

Summary:
name
interfaces
VLAN Configuration:
vlan_mode

tag

trunks

other_config : priority-tags
Bonding Configuration:

bond_mode

other_config : bond-hash-basis

Link Failure Detection:
other_config : bond-detect-mode
other_config : bond-miimon-interval
bond_updelay
bond_downdelay

LACP Configuration:
lacp
other_config : lacp-system-id
other_config : lacp-system-priority

other_config : lacp-time

other_config : lacp-fallback-ab
Rebalancing Configuration:

other_config : bond-rebalance-inteval

bond_fake_iface
Spanning Tiee Protocol:
STP Configuration:
other_config : stp-enable
other_config : stp-port-num

other_config : stp-port-priority

other_config : stp-path-cost
STP Status:

status : stp_port_id

status : stp_state

status : stp_sec_in_state
status : stp_role

immutable string (must be unique within table)
set of 1 or morénterfaces

optional string, one ofaccess native-tagged
native-untagged or trunk

optional integerin range 0 to 4,095

set of up to 4,096 integers, in range 0 to 4,095
optional string, eithetrue or false

optional string, one céctive-backup, balance-tcp
or balance-slb
optional string, containing an integer

optional string, eithemiimon or carrier
optional string, containing an integer
integer
integer

optional string, one ddctive, passve, or off

optional string

optional string, containing an iger, in range 1 to
65,535

optional string, eitheslow or fast

optional string, eithetrue or false

optional string, containing an iger, in range 0 to
10,000
boolean

optional string, eithetrue or false

optional string, containing an iger, in range 1 to
255

optional string, containing an iger, in range 0 to
255

optional string, containing an iger, in range 0 to
65,535

optional string

optional string, one oflisabled forwarding, learn-
ing, listening, or blocking

optional string, containing an integet least 0
optional string, one adesignated alternate, or root
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Rapid Spanningrée Protocol:
RSTP Configuration:

other_config : rstp-enable optional string, eithetrue or false

other_config : rstp-port-priority optional string, containing an irger, in range 0 to
240

other_config : rstp-port-num optional string, containing an iger, in range 1 to
4,095

other_config : rstp-port-path-cost optional string, containing an integer

other_config : rstp-port-admin-edge optional string, eithetrue or false

other_config : rstp-port-auto-edge optional string, eithetrue or false

other_config : rstp-port-mcheck optional string, eithetrue or false

RSTP Status:

rstp_status : rstp_port_id optional string

rstp_status : rstp_port_role optional string, one oBackup, Designated Alter-
nate, Root, or Disabled

rstp_status : rstp_port_state optional string, one obDisabled Discarding, For-

warding, or Learning
rstp_status : rstp_designated_bridge_id optional string
rstp_status : rstp_designated_port_id  optional string
rstp_status : rstp_designated_path_cost optional string, containing an integer
RSTP Statistics:

rstp_statistics : rstp_tx_count optional integer
rstp_statistics : rstp_rx_count optional integer
rstp_statistics : rstp_error_count optional integer
rstp_statistics : rstp_uptime optional integer
Multicast Snooping:
other_config : mcast-snooping-flood optional string, eithetrue or false

other_config : mcast-snooping-flood-reports optional string, eithetrue or false
Other Features:

gos optionalQoS

mac optional string

fake_bridge boolean

external_ids : fake-bridge-id-* optional string

other_config : transient optional string, eithetrue or false
bond_active_slave optional string

Port Statistics:
Statistics: STP transmit and receive counters:

statistics : stp_tx_count optional integer
statistics : stp_rx_count optional integer
statistics : stp_error_count optional integer
Common Columns:
other_config map of string-string pairs
external_ids map of string-string pairs

Details:
name immutable string (must be unique within table)
Port name.Should be alphanumeric and no more than about 8 bytes long. May be the same as the
interface name, for non-bonded portdust otherwise be unique among the names of ports; inter
faces, and bridges on a host.

interfaces set of 1 or mordnterfaces
The ports interfaces. Ifthere is more than one, this is a bonded Port.

VLAN Configuration:
Bridge ports support the following types of VLAN configuration:
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trunk A trunk port carries paeits on one or more specified VLANSs specified intthaks col-
umn (often, oneery VLAN). A packet that ingresses on a trunk port is in the VLAN
specified in its 802.1Q header VLAN O if the packet has no 802.1Q headarpacket
that egresses through a trunk port wilvéan 802.1Q header if it has a nonzero VLAN
ID.

Any paclet that ingresses on a trunk port tagged with a VLAN that the port does not
trunk is dropped.

access An access port carries patk on exactly one VLAN specified in tteg column. Rck-
ets egressing on an access poveha 802.1Q header.

Any paclket with an 802.1Q header with a nonzero VLAN ID that ingresses on an access
port is dropped, gadless of whether the VLAN ID in the header is the accesssport’
VLAN ID.

native-tagged
A native-tagged port resembles a trunk port, with tkeeption that a packet without an
802.1Q header that ingresses on avedtigged port is in thérnative VLAN'’ (specified
in thetag column).

native-untagged
A native-untagged port resembles a watiagged port, with the exception that a paick
that egresses on a negiuntagged port in the na& VLAN will not have an 802.1Q
header.

A packet will only egress through bridge ports that carry the VLAN of the giaels described by the rules
above.

vlan_mode optional string, one adiccessnative-tagged native-untagged or trunk
The VLAN mode of the port, as described @a®oWhen this column is emptga default mode is
selected as follows:

. If tag contains a value, the port is an access port. titimks column should be empty.
. Otherwise, the port is a trunk port. Ttmenks column value is honored if it is present.

tag: optional integerin range 0 to 4,095
For an acess port, the postimplicitly tagged VLAN. For a rative-tagged or nate-untagged
port, the pors mative VLAN. Must be empty if this is a trunk port.

trunks: set of up to 4,096 integers, in range 0 to 4,095
For a trunk, natve-tagged, or nate-untagged port, the 802.1Q VLAN or VLANSs that this port
trunks; if it is emptythen the port trunks all VLANs. Must be empty if this is an access port.

A native-tagged or natie-untagged port alays trunks its natie VLAN, regardless of whether
trunks includes that VLAN.

other_config : priority-tags: optional string, eithetrue or false
An 802.1Q header containsdvimportant pieces of information: a VLAN ID and a priorit
frame with a zero VLAN ID, called &priority-tagged’ frame, is supposed to be treated the same
way as a fame without an 802.1Q header at all (except for the priority).

However, some network elements ignoreyaftrame that has 802.1Q header at alenewvhen the
VLAN ID is zero. Therefore, by default Open vSwitch does not output priority-tagged frames,
instead omitting the 802.1Q header entirely if the VLAN ID is z&et this ley © true to enable
priority-tagged frames on a port.

Regardless of this setting, Open vSwitch omits the 802.1Q header on output if both the VLAN ID
and priority would be zero.

All frames output to nate-tagged ports hee a ronzero VLAN ID, so this setting is not meaning-
ful on native-tagged ports.

Bonding Configuration:
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A port that has more than one interface is a “bonded’pBronding allows for load balancing andilf
ove.

The following types of bonding will ark with ary kind of upstream switch. On the upstream switch, do
not configure the interfaces as a bond:

balance-slb
Balances flows among sks based on source Maaddress and output VLAN, with peri-
odic rebalancing as traffic patterns change.

active-backup
Assigns all flows to one slg, failing over to a kackup slae when the actie dave is ds-
abled. Thiss the only bonding mode in which interfaces may be plugged irferetit
upstream switches.

The following modes require the upstream switch to support 802.3ad with succesSRilne§otiation. If
LACP negotiation fails and other-config:lacp-fallback-ab is true, #otime—backup mode is used:

balance-tcp
Balances flows among sk based on L2, L3, and L4 protocol information such as desti-
nation MAC address, IP address, and TCP port.

These columns apply only to bonded ports. Their values are otherwise ignored.

bond_mode optional string, one addictive-backup, balance-tcp or balance-slb
The type of bonding used for a bonded port. Defaulestive-backup if unset.

other_config : bond-hash-basisoptional string, containing an integer
An integer hashed along with flows when choosing outpweslin load balanced bonddVhen
changed, all flows will be assignedfdient hash values possibly causinyslglection decisions
to change. Does not affect bonding modes which do not gmplad balancing such as
active—backup.

Link Failure Detection:
An important part of link bonding is detecting that links are down so thanthg be disabled. These set-
tings determine h@ Open vSwitch detects link failure.

other_config : bond-detect-modeoptional string, eithemiimon or carrier
The means used to detect lirdilires. Dehults tocarrier which uses each intexées arrier to
detect &ilures. Wherset tomiimon, will check for failures by polling each interfase¥il.

other_config : bond-miimon-interval: optional string, containing an integer
The interval, in milliseconds, between sucocassitempts to poll each intextes MIl. Relevant
only whenother_config:bond-detect-modés miimon.

bond_updelay integer
The number of milliseconds for which the link must stay up on an interface before the interface is
considered to be up. Speciiyo enable the interface immediately.

This setting is honored only when at least one bonded interface is already enabled. When no inter
faces are enabled, then the first bond interface to come up is enabled immediately.

bond_downdelay integer
The number of milliseconds for which the link must stay down on an interface before trecaterf
is considered to be dm. Specify0 to disable the interface immediately.

LACP Configuration:
LACP, the Link Aggredion Control Protocol, is an IEEE standard that allows switches to automatically
detect that theare connected by multiple links and aggpie across those links. These settings control
LACP behavior.

lacp: optional string, one odctive, passie, or off
Configures LACP on this porlLACP allows directly connected switches to negotiate which links
may be bondedLACP may be enabled on non-bonded ports for the benefityafnatthes thg
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may be connected taactive ports are allowed to initiate LACP getiations. passie ports are
allowed to participate in LACP negotiations initiated by a remote switdhndt allowed to initi-

ate such negotiations themsedv If LACP is enabled on a port whose partner switch does not
support LACR the bond will be disabled, unless otltenfig:lacp-allback-ab is set to true.
Defaults tooff if unset.

other_config : lacp-system-idoptional string
The LACP system ID of thiBort. The system ID of a LEP bond is used to identify itself to its
partners. Musbe a nonzero M@ address. Defaults to the bridge Ethernet address if unset.

other_config : lacp-system-priority. optional string, containing an integér range 1 to 65,535
The LACP system priority of thiBort. In LACP negptiations, link status decisions are made by
the system with the numerically lower priority.

other_config : lacp-time optional string, eitheslow or fast
The LACP timing which should be used on tRiat. By defaultslowis used. When configured
to befast LACP heartbeats are requested at a rate of once per second causing connectivity prob-
lems to be detected more quicklyh slow mode, heartbeats are requested at a rate of erpe e
30 seconds.

other_config : lacp-fallback-al optional string, eithetrue or false
Determines the behavior of openvswitch bond irCPAmode. If the partner switch does not sup-
port LACR setting this option tarue allows openvswitch to fallback to aetibackup. If the
option is set tdalse the bond will be disabled. In both the cases, once the partner switch is con-
figured to LACP mode, the bond will use LACP.

Rebalancing Configuration:
These settings control behavior when a bond mlance-slbor balance-tcpmode.

other_config : bond-rebalance-inteval: optional string, containing an integén range 0 to 10,000
For a load balanced bonded port, the number of milliseconds between sueegssipts to rebal-
ance the bond, that is, to mflows from one interface on the bond to another in an attempt to
keep usage of each intade roughly equal. If zero, load balancing is disabled on the bond (link
failure still cause flows to m@). If less than 1000ms, the rebalance interval will be 1000ms.

bond_fake_iface boolean
For a bonded port, whether to createakd internal interface with the name of the port. Use only
for compatibility with l@acy oftware that requires this.

Spanning fee Protocol:
The configuration here is only meaningful, and the status is only populated, when 802.1D-1998 Spanning
Tree Protocol is enabled on the poBisdge with its stp_enablecolumn.

STP Configuration:

other_config : stp-enableoptional string, eithetrue or false
When STP is enabled on a bridge, it is enabled byultedn all of the bridge’ports except bond,
internal, and mirror ports (which do nobrk with STP). If this columis value isfalse, STP is
disabled on the port.

other_config : stp-port-num: optional string, containing an integér range 1 to 255
The port number used for thenler 8 bits of the port-id. By default, the numbers will be assigned
automatically If any port’'s number is manually configured on a bridge, thewy thast all be.

other_config : stp-port-priority : optional string, containing an integér range 0 to 255
The ports relative priority value for determining the root port (the upper 8 bits of the portAd).
port with a lower port-id will be chosen as the root port. By default, the priority is 0x80.

other_config : stp-path-cost optional string, containing an integér range 0 to 65,535
Spanning tree path cost for the poftlower number indicates a faster link. By default, the cost is
based on the maximum speed of the link.

STP Status:
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status : stp_port_id optional string
The port ID used in spanning tree advertisements for this port, as digits. Configuringthe
port ID is described in thstp—port—-num and stp—port—priority keys of theother_config sec-
tion earlier.

status : stp_state optional string, one aflisabled, forwarding , learning, listening, or blocking
STP state of the port.

status : stp_sec_in_stateoptional string, containing an integet least O
The amount of time this port has been in the current STP state, in seconds.

status : stp_role optional string, one oflesignated alternate, or root
STP role of the port.

Rapid Spanningrée Protocol:
The configuration here is only meaningful, and the status and statistics are only populated, when
802.1D-1998 Spanning Tree Protocol is enabled on the Boitige with its stp_enablecolumn.

RSTP Configuration:

other_config : rstp-enable optional string, eithetrue or false
When RSTP is enabled on a bridge, it is enabled by default on all of the ®ndgs’ except
bond, internal, and mirror ports (which do not work with RSTP). If this colsaiue isfalse
RSTP is disabled on the port.

other_config : rstp-port-priority : optional string, containing an integér range 0 to 240
The ports relative priority value for determining the root port, in multiples of 16. By default, the
port priority is 0x80 (128).Any value in the laver 4 bits is rounded bf The significant upper 4
bits become the upper 4 bits of the portfdport with the lowest port-id is elected as the root.

other_config : rstp-port-num: optional string, containing an integén range 1 to 4,095
The local RSTP port numharsed as the twer 12 bits of the port-id. By default the port numbers
are assigned automaticalnd typically may not correspond to the Open¥jaort numbers.A
port with the lowest port-id is elected as the root.

other_config : rstp-port-path-cost optional string, containing an integer
The port path cost. The Patontribution, when it is the Root Port, to the Root Path Cost for the
Bridge. Bydefault the cost is automatically calculated from the pgoged.

other_config : rstp-port-admin-edge optional string, eithetrue or false
The admin edge port parameter for the Port. Defafdtise

other_config : rstp-port-auto-edge optional string, eithetrue or false
The auto edge port parameter for the Port. Defatiluées

other_config : rstp-port-mcheck optional string, eithetrue or false
The mcheck port parameter for the Pddefault isfalse May be set to force the Port Protocol
Migration state machine to transmit RST BPDUs for a MigriateTperiod, to test whether all
STP Bridges on the attached LANvieadeen remwued and the Port can continue to transmit RSTP
BPDUs. Settingncheck has no effect if the Bridge is operating in STP Compatibility mode.

Changing the value frormue to false has no effect, but needs to be done if this behavior is to be
triggered again by subsequently changing the value fiatsato true.

RSTP Status:
rstp_status : rstp_port_id: optional string
The port ID used in spanning tree advertisements for this port, as digits. Configuringthe

port ID is described in thestp—port—-num andrstp—port—priority keys of theother_configsec-
tion earlier.

rstp_status : rstp_port_role: optional string, one dBackup, Designated Alternate, Root, or Disabled
RSTP role of the port.
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rstp_status : rstp_port_state optional string, one obisabled Discarding, Forwarding, or Learning
RSTP state of the port.

rstp_status : rstp_designated_bridge_idoptional string
The ports RSTP designated bridge ID, in the same fornrs#js_status:rstp_bridge_id in the
Bridge table.

rstp_status : rstp_designated_port_idoptional string
The ports RSTP designated port ID, as 4xidigits.

rstp_status : rstp_designated_path_cosbptional string, containing an integer
The ports RSTP designated path cost. Lower is better.

RSTP Statistics:

rstp_statistics : rstp_tx_count optional integer
Number of RSTP BPDUs transmitted through this port.

rstp_statistics : rstp_rx_count optional integer
Number of valid RSTP BPDUs rewed by this port.

rstp_statistics : rstp_error_count optional integer
Number of ivalid RSTP BPDUSs receéd by this port.

rstp_statistics : rstp_uptime optional integer
The duration ceered by the other RSTP statistics, in seconds.

Multicast Snooping:

other_config : mcast-snooping-floodoptional string, eithetrue or false
If set totrue, multicast packets (except Reports) are unconditionally doged to the specific
port.

other_config : mcast-snooping-flood-reportsoptional string, eithetrue or false
If set totrue, multicast Reports are unconditionally forwarded to the specific port.

Other Features:

gos optional QoS
Quality of Service configuration for this port.

mac: optional string
The MAC address to use for this port for the purpose of choosing the IBiNgeC address. This
column does not necessarily reflect the gasttual MAC address, nor will setting it change the
port’s ectual MAC address.

fake bridge: boolean
Does this port represent a sub-bridge for its tagged VLAN within the Bridge? See ovs-vsctl(8) for
more information.

external_ids : fake-bridge-id-*: optional string
External IDs for adke lridge (see théake bridge column) are defined by prefixingBridge
external_idskey with fake—bridge—-, e.g. fake-bridge—xs—network-uuids

other_config : transient optional string, eithetrue or false
If set totrue, the port will be remeed whenovs—ctl start ——delete—transient—portsis used.

bond_active_slave: optional string
For a bonded port, record the mac address of the curreneatzdve.

Port Statistics:
Key-value pairs that report port statisticEhe update period is controlled byher_config:stats-update-
interval in the Open_vSwitchtable.

Statistics: STP transmit and receive counters:
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statistics : stp_tx_count optional integer
Number of STP BPDUSs sent on this port by the spanning tree library.

statistics : stp_rx_count optional integer
Number of STP BPDUSs reaed on tis port and accepted by the spanning tree library.

statistics : stp_error_count optional integer
Number of bad STP BPDUs reeeil on his port. Bad BPDUs include runt packets and those
with an unexpected protocol ID.

Common Columns:

The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

other_config map of string-string pairs

external_ids map of string-string pairs
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Interface TABLE

An interface within &Port.

Summary:

Core Features:

name
ifindex

mac_in_use

mac
error

OpenFlow Port Number:

ofport
ofport_request
System-Specific Details:

type

Tunnel Options:

options :
options :
options :
options :
options :
options :
options :
options :

remote_ip
local_ip
in_key
out_key
key

tos

ttl

df default

OperSwitch Manual

Tunnel Options: vxlan only:

options : exts

ovs-vswitchd.conf.db(5)

immutable string (must be unique within table)
optional integerin range 0 to 4,294,967,295
optional string

optional string

optional string

optional integer
optional integerin range 1 to 65,279

string

optional string
optional string
optional string
optional string
optional string
optional string
optional string
optional string, eithetrue or false

optional string

Tunnel Options: ge, ipsec_ge, gaeve and vxlan:

Tunnel Options: ipsec_granly:
options : peer_cert
options : certificate
options : private_key

options : csum

options : psk

Patch Options:

options : peer

Interface Status:

admin_state

link_state
link_resets
link_speed

duplex
mtu

lacp_current

status
status :
status :
status
status :
status
status
Statistics:

driver_name
driver_version

. firmware_version

source_ip

: tunnel_egress_iface
: tunnel_egress_iface_carrier

optional string, eithetrue or false

optional string
optional string
optional string
optional string

optional string

optional string, eithedown or up
optional string, eithedown or up
optional integer

optional integer

optional string, eithefull or half
optional integer

optional boolean

map of string-string pairs
optional string

optional string

optional string

optional string

optional string

optional string, eithedown or up

Statistics: Successful transmit and receive counters:

statistics : rx_packets
statistics : rx_bytes

Open vSwitch 2.4.90

optional integer
optional integer
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statistics : tx_packets

statistics : tx_bytes
Statistics: Receive errors:

statistics : rx_dropped

statistics : rx_frame_err

statistics : rx_over_err

statistics : rx_crc_err

statistics : rx_errors
Statistics: Tansmit errors:

statistics : tx_dropped

statistics : collisions

statistics : tx_errors

Ingress Policing:
ingress_policing_rate
ingress_policing_burst
Bidirectional Forwarding Detection (BFD):

BFD Configuration:

bfd : enable

bfd : min_rx

bfd : min_tx

bfd : decay_min_rx

bfd : forwarding_if rx

bfd : cpath_down

bfd : check_tnl_key

bfd : bfd_local_src_mac

bfd : bfd_local _dst _mac

bfd : bfd_remote_dst_mac

bfd : bfd_src_ip

bfd : bfd_dst_ip
BFD Status:

bfd_status : state

bfd_status : forwarding
bfd_status : diagnostic
bfd_status : remote_state

bfd_status : remote_diagnostic
bfd_status : flap_count
Connectivity Fault Mangement:
cfm_mpid
cfm_flap_count
cfm_fault
cfm_fault_status : recv
cfm_fault_status : rdi
cfm_fault_status : maid
cfm_fault_status : loopback
cfm_fault_status : overflow
cfm_fault_status : override
cfm_fault_status : interval
cfm_remote_opstate
cfm_health
cfm_remote_mpids
other_config : cfm_interval

Open vSwitch 2.4.90
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optional integer
optional integer

optional integer
optional integer
optional integer
optional integer
optional integer

optional integer
optional integer
optional integer

integer at least 0
integer at least 0

optional string, eithetrue or false

optional string, containing an integet least 1
optional string, containing an integet least 1
optional string, containing an integer
optional string, eithetrue or false

optional string, eithetrue or false

optional string, eithetrue or false

optional string

optional string

optional string

optional string

optional string

optional string, one ofdown, init, up, or
admin_down

optional string, eithetrue or false

optional string

optional string, one ofdown, init, up, or
admin_down

optional string

optional string, containing an integet least 0

optional integer

optional integer

optional boolean

none

none

none

none

none

none

none

optional string, eithedown or up
optional integerin range 0 to 100
set of integers

optional string, containing an integer
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other_config :
other_config :
other_config :
other_config :

other_config :

OperSwitch Manual

cfm_extended
cfm_demand
cfm_opstate
cfm_ccm_vlan

cfm_ccm_pcp

Bonding Configuration:

other_config
other_config

other_config

: lacp-port-id
: lacp-port-priority

: lacp-aggregation-key

Virtual Machine ldentifiers:

external_ids :
external_ids :
external_ids :
external_ids :
external_ids :
external_ids :
external_ids :

VLAN Splinters:

other_config :

attached-mac
iface-id
iface-status
xs-vif-uuid
xs-network-uuid
vm-id
Xs-vm-uuid

enable-vlan-splinters

Auto Attad Configuration:

lIdp : enable

Common Columns:

other_config
external_ids

Details:
Core Features:

ovs-vswitchd.conf.db(5)

optional string, eithetrue or false

optional string, eithetrue or false

optional string, eithedown or up

optional string, containing an iger, in range 1 to
4,095

optional string, containing an integér range 1 to 7

optional string, containing an iger, in range 1 to
65,535
optional string, containing an iger, in range 1 to
65,535
optional string, containing an iger, in range 1 to
65,535

optional string
optional string
optional string, eitheactive or inactive
optional string
optional string
optional string
optional string

optional string, eithetrue or false
optional string, eithetrue or false

map of string-string pairs
map of string-string pairs

name immutable string (must be unique within table)

Interface name. Should be alphanumeric and no more than about 8 bytes long. May be the same
as the port name, for non-bonded ports. Must otherwise be unique among the names of ports,
interfaces, and bridges on a host.

ifindex: optional integerin range 0 to 4,294,967,295
A positive interface inde as defined for SNMP MIB-II in RFCs 1213 and 2863, if the iraed

has one, otherwise 0. The ifindis useful for seamless integration with protocols such as SNMP
and sFlov.

mac_in_use optional string
The MAC address in use by this interface.

mac: optional string
Ethernet address to set for this inked. Ifunset then the default MAaddress is used:

For the local interface, the default is theviest-numbered M& address among the other

bridge ports, either the value of theacin its Port record, if set, or its actual Ma (for
bonded ports, the M@ of its slare whose name is first in alphabetical orddmnternal
ports and bridge ports that are used as port mirroring destinations (déerthme table)
are ignored.

For other internal interfaces, the default i@As randomly generated.

External interfaces typically ke a MAC address associated with their hardware.

Some interfaces may notyea sftware-controllable ME address.

Open vSwitch 2.4.90
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error : optional string
If the configuration of the port failed, as indicated by -fport, Open vSwitch sets this column
to an error description in human readable form. Otherwise, Open vSwitch clears this column.

OpenFlow Port Number:
When a client adds a wenterface, Open vSwitch chooses an Openfport number for the e port. If
the client that adds the port fills aiport_request, then Open vSwitch tries to use its value as the Open-
Flow port number Otherwise, or if the requested port number is already in use or cannot be used for
another reason, Open vSwitch automatically assigns a free port nuRdggrdless of ha the port num-
ber was obtained, Open vSwitch then reportHjport the port number actually assigned.

Open vSwitch limits the port numbers that it automatically assigns to the range 1 through 32,76Ve.inclusi
Controllers therefore e free use of ports 32,768 and up.

ofport: optional integer
OpenFlav port number for this inteaice. OpervSwitch sets this colums\alue, so other clients
should treat it as read-only.

The OpenFlar “local” port (OFPP_LOCAL) is 65,534. Theother \alid port numbers are in the
range 1to 65,279, inclug. Value -1 indicates an error adding the interface.

ofport_request optional integerin range 1 to 65,279
Requested OpenRioport number for this interface.

A client should ideally set this colungwalue in the same database transaction that it uses to cre-
ate the intedce. OpervSwitch \ersion 2.1 and later will honor a later request for a specific port
number dthuogh it might confuse some controllers: OpemFttoes not hee a way to announce a
port number change, so Open vSwitch representgeit ©@penFlav as a rt deletion follaved
immediately by a port addition.

If ofport_requestis set or changed to some other oatitomatically assigned port numb&pen
vSwitch chooses a meport number for the latter port.

System-Specific Details:

type: string
The interface type. The types supported by a particular instance of Open vSwitch are listed in the
iface_typescolumn in theDpen_vSwitchtable. Theollowing types are defined:

system An ordinary network device, e.@thO on Linux. Sometimes referred to a®xternal
interfaces’since thg are generally connected to hardwargeenal to that on which the
Open vSwitch is running. The empty string is a synonynsystem

internal
A simulated network device that sends and neseftraffic. An internal interface whose
nameis the same as its bridgalame s called the “local intedice” |1t does not mak
sense to bond an internal interface, so the tepost” and “interface’ are often used
imprecisely for internal interfaces.

tap A TUN/TAP device managed by Open vSwitch.

genere An Ethernet wer Geneve (http://tools.ietf.org/html/draft-ietf-n vo3—genae-00) IPv4
tunnel. A description of hev to match and set Gewe @tions can be found in the
ovs—ofctlmanual page.

gre An Ethernet ger RFC 2890 Generic Routing Encapsulatiaerd Pv4 tunnel.

ipsec_gre
An Ethernet wer RFC 2890 Generic Routing Encapsulatiaerd Pv4 IPsec tunnel.

vxlan  An Ethernet tunnelwer the UDP-based VXLAN protocol described in RFC 7348.

Open vSwitch uses UDP destination port 4789. The source port used for VXLADBI traf
varies on a per-fl basis and is in the ephemeral port range.
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lisp A layer 3 tunnel eer the experimental, UDP-based Locator/ID Separation Protocol (RFC
6830).

Only IPv4 and IPv6 packets are supported by the protocol, ap@rtheent and recesd
without an Ethernet headefraffic to/from LISP ports is expected to be configured
explicitly, and the ports are not intended to participate in learning based switching.
such, thg are alvays excluded from packet flooding.

stt The Stateless TCPulnel (STT) is particularly useful when tunnel endpoints are in end-
systems, as it utilizes the capabilities of standard networkastedards to impxe per-
formance. STTutilizes a TCP-lile header inside the IP headHris dateless, i.e., there is
no TCP connection state ofyakind associated with the tunnel. The TCRelikeader is
used to lgerage the capabilities of existing network interface cards, but should not be
interpreted as implying gnsort of connection state between endpoirfiénce the STT
protocol does not elage in the usual TCP 3-way handshake, so it wikehdfficulty
traversing stateful firalls. The protocol is documented at http://wwigtf.org/ar-
chive/id/draft-davie-stt—06.txt All traffic uses a dafilt destination port of 7471. STT is
only available in kernel datapath on kernel 3.5 or newer.

patch A pair of virtual devices that act as a patch cable.
null An ignored interface. Deprecated and slated for xamio February 2013.

Tunnel Options:
These options apply to interfaces wiyipe of geneve, gre, ipsec_gre vxlan, lisp andstt.

Each tunnel must be uniquely identified by the combinatiagps, options:remote_ip, options:local_ip,
andoptions:in_key. If two ports are defined that are the same except one has an optional identifier and the
other does not, the more specific one is matched fiystions:in_key is considered more specific than
options:local_ipif a port defines one and another port defines the other.

options : remote_ip optional string
Required. Theemote tunnel endpoint, one of:

. An IPv4 address (not a DNS name), 4.92.168.0.123 Only unicast endpoints are sup-
ported.
. The word flow. The tunnel accepts pasts from ag remote tunnel endpoinflo process

only packets from a specific remote tunnel endpoint, tlve didries may match on the
tun_src field. Whensending packets toramote_ip=flow tunnel, the flas actions must
explicitly set thetun_dst field to the IP address of the desired remote tunnel endpoint,
e.g. with aset_fieldaction.

The remote tunnel endpoint foryapacket receved from a tunnel is\ailable in thetun_src field
for matching in the fie table.

options : local_ip optional string
Optional. Thetunnel destination IP that rewed packets must matchDefault is to match all
addresses. Hpecified, may be one of:

. An IPv4 address (not a DNS name), 492.168.12.3

. The word flow. The tunnel accepts packets sent tg ahthe local IP addresses of the
system running ¥S. To process only packets sent to a specific IP address, the flo
entries may match on then_dst field. Whensending packets tolacal_ip=flow tunnel,
the flov actions may explicitly set theun_src field to the desired IP address, e.g. with a
set_fieldaction. Havever, while routing the tunneled packet out, the local system may
override the specified address with the local IP address configured for the outgoing sys-
tem interface.

This option is valid only for tunnels also configured withréaote_ip=flow option.
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The tunnel destination IP address foy packet receved from a tunnel is\ailable in thetun_dst
field for matching in the flo table.

options : in_key:. optional string
Optional. Thekey that recered packets must contain, one of:

. 0. The tunnel receges packets with no ky a with a key d 0. This is equialent to spec-
ifying no options:in_key at all.
. A positive 24-bit (for Genge, VXLAN, and LISP), 32-bit (for GRE) or 64-bit (for STT)

number The tunnel recees aly packets with the specifiegk

. The word flow. The tunnel accepts packets withydey. The key will be placed in the
tun_id field for matching in the flw table. Theovs—ofctl manual page contains addi-
tional information about matching fields in Open#libows.

options : out_key: optional string
Optional. Thekey to be ®t on outgoing packets, one of:

. 0. Packets sent through the tunnel will\learo key. This is equialent to specifying no
options:out_keyat all.
. A positive 24-bit (for Genge, VXLAN and LISP), 32-bit (for GRE) or 64-bit (for STT)

number Packets sent through the tunnel wilMeahe specified &y.

. The word flow. Packets sent through the tunnel willveathe ley st using theset_tun-
nel Nicira OpenFlav vendor extension (0 is used in the absence of an actim.
ovs—ofctl manual page contains additional information about the Nicira Opsnko-
dor extensions.

options : key. optional string
Optional. Shorthantb setin_key andout_key at the same time.

options : tos optional string
Optional. Thevalue of the ToS bits to be set on the encapsulatinggbacksS is interpreted as
DSCP and ECN bits, ECN part must be zeltamay also be the @rd inherit, in which case the
ToS will be copied from the inner packet if it is IPv4 or IPv6 (otherwise it will be 0). The ECN
fields are akays inherited. Default is O.

options : ttl: optional string
Optional. TheTTL to be set on the encapsulating petcklt may also be the evd inherit, in
which case the TTL will be copied from the inner patdkit is IPv4 or IPv6 (otherwise it will be
the system default, typically 64). Default is the system default TTL.

options : df_default optional string, eithetrue or false
Optional. If enabled, the Dob’Fragment bit will be set on tunnel outer headers tonaflath
MTU discovery. Default is enabled; set falseto disable.

Tunnel Options: vxlan only:

options : exts optional string
Optional. Commaseparated list of optional VXLANxéensions to enable. The followingten-
sions are supported:

. gbp: VXLAN-GBP allows to transport the group palicontext of a packet across the
VXLAN tunnel to other network peers. See the field descriptiotuof gbp_id and
tun_gbp_flags in ovs-ofctl(8) for additional information.
(https://tools.ietf.org/html/draft—smith—vxlan—group—policy)

Tunnel Options: ge, ipsec_ge, gaeve and vxlan:
gre, ipsec_gre geneve, and vxlan interfaces support these options.

options : csum optional string, eithetrue or false
Optional. Computeencapsulation header (either GRE or UDP) checksums on outgoingtgack
Default is disabled, set ttrue to enable. Checksums present on incoming @achkvill be
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validated rgardless of this setting.

When using the upstream Linux kernel module, computation of checksumeni@e andvxlan
requires Linux kernel version 4.0 or highgre supports checksums for all versions of Open
vSwitch that support GRE. The out of trezriel module distributed as part of OVS can compute
all tunnel checksums onyakernel version that it is compatible with.

This option is supported fapsec_gre but not useful because GRE checksums are weaker than,
and redundant with, IPsec payload authentication.

Tunnel Options: ipsec_granly:
Only ipsec_greinterfaces support these options.

options : peer_cert optional string
Required for certificate authenticatioA string containing the peex’certificate in PEM format.
Additionally the hoss certificate must be specified with tbertificate option.

options : certificate optional string
Required for certificate authentication. The name of a PEM file containing a certificate that will
be presented to the peer during authentication.

options : private_key: optional string
Optional for certificate authenticatiofhe name of a PEM file containing thevate key associ-
ated withcertificate. If certificate contains the pvete key, this option may be omitted.

options : psk optional string
Required for pre-sharedek authentication. Specifiea pre-shared &y for authentication that
must be identical on both sides of the tunnel.

Patch Options:
Only patch interfaces support these options.

options : peer. optional string
The name of the Interface for the other side of the patch. The nanietkrface’s own peer
option must specify thitnterface’s name. Thais, the tvwo patch interfaces must ba reveased
nameandpeervalues.

Interface Status:
Status information about inteides attached to bridges, updateeye5 seconds. Not all interfacesviead
of these properties; virtual intedes dort’ havea link speed, for xeample. Non-applicableolumns will
have empty values.

admin_state optional string, eithedown or up
The administratie date of the physical network link.

link_state: optional string, eithedown or up
The observed state of theysical network link. This is ordinarily the lik’carrier status. If the
interface’sPort is a bond configured for miimon monitoring, it is instead the networkslink’
miimon status.

link_resets optional integer
The number of times Open vSwitch has observedirikestate of thisInterface change.

link_speed optional integer

The ngotiated speed of the physical network lifkalid values are posite integers greater than
0.

duplex: optional string, eithefull or half
The duple mode of the physical network link.

mtu: optional integer
The MTU (maximum transmission unit); i.e. the largest amount of data that can fit into a single
Ethernet frame.The standard Ethernet MTU is 1500 bytes. Some physical media aykimds
of virtual interfaces can be configured with higher MTUs.
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This column will be empty for an interface that does neaehm MTU as, for example, some
kinds of tunnels do not.

lacp_current: optional boolean
Boolean value indicating LACP status for this inded. Iftrue, this interface has current CR
information about its LACP partnefhis information may be used to monitor the health of inter
faces in a LACP enabled port. This column will be empty if LACP is not enabled.

status map of string-string pairs
Key-value pairs that report port status. Supported stadliees ardype-dependent; some inter
faces may not hee a \alid status:driver_name, for example.

status : driver_name: optional string
The name of the device der controlling the network adapter.

status : driver_version: optional string
The version string of the device i controlling the network adapter.

status : firmware_version optional string
The version string of the network adapdirmware, if aailable.

status : source_ip optional string
The source IP address used for an IPv4 tunnel end-point, sgoh as

status : tunnel_egress_ifaceoptional string
Egress interface for tunnels. Currently only veié for tunnels on Linux systems, this column
will show the name of the interface which is responsible for routing traffic destined for the config-
uredoptions:remote_ip. This could be an internal interface such as a bridge port.

status : tunnel_egress_iface_carriemoptional string, eithedown or up
Whether carrier is detected status:tunnel_egress_iface

Statistics:

Key-value pairs that report intade statistics. The current implementation updates these counters periodi-
cally. The update period is controlled byher_config:stats-update-interal in the Open_vSwitchtable.
Future implementations may update them when an interface is created, whane tipgeried (e.g. using an
OVSDB selectoperation), and just before an interface is deleted due to virtuabiceenbt-unplug or VM
shutdown, and perhaps at other times, but not gmegplar periodic basis.

These are the same statistics reported by OpeniRldts struct ofp_port_stats structure. Ifan interbice
does not support a\gin datistic, then that pair is omitted.

Statistics: Successful transmit and receive counters:

statistics : rx_packets optional integer
Number of receied packets.

statistics : rx_bytes optional integer
Number of receied bytes.

statistics : tx_packets optional integer
Number of transmitted packets.

statistics : tx_bytes optional integer
Number of transmitted bytes.

Statistics: Receive errors:

statistics : rx_dropped optional integer
Number of packets dropped by RX.

statistics : rx_frame_err: optional integer
Number of frame alignment errors.
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statistics : rx_over_err: optional integer
Number of packets with RXverrun.

statistics : rx_crc_err: optional integer
Number of CRC errors.

statistics : rx_errors: optional integer
Total number of recee arors, greater than or equal to the sum of thevabo

Statistics: Tansmit errors:

statistics : tx_dropped optional integer
Number of packets dropped by TX.

statistics : collisions optional integer
Number of collisions.

statistics : tx_errors: optional integer
Total number of transmit errors, greater than or equal to the sum of e abo

Ingress Policing:
These settings control ingress policing for pEskreceied on this interiice. Ona physical interface, this
limits the rate at which traffic is allowed into the system from the outside; on a virtuahdetédne con-
nected to a virtual machine), this limits the rate at which the VM is able to transmit.

Policing is a simple form of quality-of-service that simply drops packetsveecei excess of the config-
ured rate. Due to its simplicitpolicing is usually less accurate and ledsaive than egress QoS (which
is configured using th@oSandQueuetables).

Policing is currently implemented only on Linux. The Linux implementation uses a sitoglen' bucket”

approach:

. The size of the bucket correspondsnigress_policing_burst Initially the bucket is full.

. Wheneer a packet is receied, its size (cowverted to tokens) is compared to the number
of tokens currently in theuzket. If the required number of teks are @ilable, the are
removed and the packet is forarded. Otherwisehe packet is dropped.

. Whenever it is not full, the hucket is refilled with tokens at the rate specified by

ingress_policing_rate

Policing interacts badly with some netk protocols, and especially with fragmented IP pé&tk Suppose

that there is enough network activity to keep thekbt nearly empty all the timeThen this token tcket
algorithm will forward a single packevey so often, with the period depending on peickize and on the
configured rate All of the fragments of an IP packets are normally transmitted back-to-back, as a group.
In such a situation, therefore, only one of these fragments will barfded and the rest will be dropped.

IP does not provide grway for the intended recipient to ask for only the remaining fragmémtsuch a

case there are twikely possibilities for what will happen next: either all of the fragments wahteally

be retransmitted (as TCP will do), in which case the same problem wil] cedne sender will not realize

that its packet has been dropped and data will simply be lost (as some UDP-based protocols will do).
Either way it is possible that no forward progress wiee occur.

ingress_policing_rate integer at least 0
Maximum rate for data reaad on tis interface, in kbps. Data reeed faster than this rate is
dropped. Seto 0 (the default) to disable policing.

ingress_policing_burst integer at least 0
Maximum burst size for data reeed on tis interface, in kb The default burst size if set fis
1000 kb This value has no effectiiigress_policing_rateis O.

Specifying a larger lrst size lets the algorithm be moredioing, which is important for proto-
cols like TCP that react serely to dropped paeks. Theburst size should be at least the size of
the interbces MTU. Specifying a value that is numerically at least asgkras 10% of
ingress_policing_ratehelps TCP come closer to achieving the full rate.
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Bidirectional Forwarding Detection (BFD):
BFD, defined in RFC 5880 and RFC 5881, allows point-to-point detection of connectivity failures by occa-
sional transmission of BFD control messages. Open vSwitch implements BFDdasexvore popular
and standards compliant alternatio CFM.

BFD operates by grilarly transmitting BFD control messages at a rate negotiated independently in each
direction. Eactendpoint specifies the rate at which it expects to vea®introl messages, and the rate at
which it is willing to transmit themOpen vSwitch uses a detection multiplier of three, meaning that an
endpoint signals a connectivity fault if three conseeuBFD control messages fail to arei In the case of

a widirectional connectity issue, the system not receiving BFD control messages signals the problem to
its peer in the messages it transmits.

The Open vSwitch implementation of BFD aims to comply faithfully with RFC 5880 requiren@pen
vSwitch does not implement the optional Authentication or “Echo Mddatures.

BFD Configuration:
A controller sets upéy-value pairs in théfd column to enable and configure BFD.

bfd : enable optional string, eithetrue or false
True to enable BFD on thiaterface. If not specified, BFD will not be enabled by default.

bfd : min_rx: optional string, containing an integet least 1
The shortest interval, in milliseconds, at which this BFD session offers toweeBeD control
messages. Themote endpoint may choose to send messages at a slower rate. Delfds to

bfd : min_tx: optional string, containing an integet least 1
The shortest inteal, in milliseconds, at which this BFD session is willing to transmit BFD control
messages. Messagasl actually be transmitted at a slower rate if the remote endpoint is not will-
ing to recere a quickly as specified. Defaults &0

bfd : decay_min_rx optional string, containing an integer
An alternate recee intenal, in milliseconds, that must be greater than or equbfdonin_rx.
The implementation switches frobrfd:min_rx to bfd:decay_min_rx when there is no alious
incoming data traffic at the intade, to reduce the CPU and bandwidth cost of monitoring an idle
interface. Thisfeature may be disabled by setting a value of 0. This feature is resetverhene
bfd:decay_min_rx or bfd:min_rx changes.

bfd : forwarding_if rx : optional string, eithetrue or false
Whentrue, traffic receved on theInterface is used to indicate the capability of packet I/BED
control packets are still transmitted and reeei At least one BFD control paek must be
receved every 100 * bfd:min_rx amount of time.Otherwise, een if traffic are receied, the
bfd:forwarding will be false

bfd : cpath_down: optional string, eithetrue or false
Set to true to notify the remote endpoint that traffic should not beafded to this system for
some reason other than a connectivty failure on the interface being monittwedypical under
lying reason is “concatenated pathwdg’ that is, that connedsfity beyond the local system is
down. Defaults to false.

bfd : check_tnl_key. optional string, eithetrue or false
Set to true to makBFD accept only control messages with a tunegld zero. Bydefault, BFD
accepts control messages witly aimnel ley.

bfd : bfd_local_src_mac optional string
Set to an Ethernet address in the fommxxxxxxxxxx to set the MA used as source for trans-
mitted BFD packts. Thedefault is the mac address of the BFD enabled interface.

bfd : bfd_local_dst_mac optional string
Set to an Ethernet address in the foomxxxxxxxxxx to set the MA used as destination for
transmitted BFD paalts. Thedefault is00:23:20:00:00:01
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bfd : bfd_remote_dst_mac optional string
Set to an Ethernet address in the fooaxxxxxxxxxxto set the MA used for checking the des-
tination of recaied BFD paclets. Rckets with diferent destination M& will not be considered
as BFD packts. If not specified the destination MAaddress of receed BFD packets are not
checked.

bfd : bfd_src_ip: optional string
Set to an IPv4 address to set the IP address used as source for transmitted BED pek
default is169.254.1.1

bfd : bfd_dst_ip: optional string
Set to an IPv4 address to set the IP address used as destination for transmitted B&D phek
default is169.254.1.0

BFD Status:
The switch sets dy-value pairs in théfd_status column to report the status of BFD on this irded.
When BFD is not enabled, witifd:enable, the switch clears alldg~value pairs fronbfd_status

bfd_status : state optional string, one oflown, init, up, or admin_down
Reports the state of the BFD session. The BFD session is fully yhaattiegotiated iUP.

bfd_status : forwarding: optional string, eithetrue or false
Reports whether the BFD session bedgethis Interface may be used to foravd trafic. Typically
this means the local session is signalifigj and the remote system igsignaling a problem such
as concatenated path down.

bfd_status : diagnostic optional string
In case of a problem, set to an error message that reports what the local BFD session thinks is
wrong. Theerror messages are defined in section 4.1 of [RFC 5880].

bfd_status : remote_stateoptional string, one oflown, init, up, or admin_down
Reports the state of the remote endpsiBED session.

bfd_status : remote_diagnosticoptional string
In case of a problem, set to an error message that reports what the remote srigfidisgssion
thinks is wrong. The error messages are defined in section 4.1 of [RFC 5880].

bfd_status : flap_count optional string, containing an integet least O
Counts the number dffd_status:forwarding flaps since startA flap is considered as a change
of thebfd_status:forwarding value.

Connectivity Fault Mangement:
802.1ag Connectivity &ult Management (CFM) allows a group of Maintenance Points (MPs) called a
Maintenance Association (MA) to detect connectivity problems with each d#fes within a MA should
have cmplete and xclusive interconnectivity This is verified by occasionally broadcasting Continuity
Check Messages (CCMs) at a configurable transmission interval.

According to the 802.1ag specification, each Maintenance Point should be configured out-of-band with a
list of Remote Maintenance Points it shouldéheonnectvity to. Open vSwitch differs from the specifica-

tion in this area. It simply assumes the link is faulted if no Remote Maintenance Points are reachable, and
considers it not faulted otherwise.

When operating \@r tunnels which hae ro in_key, or an in_key of flow. CFM will only accept CCMs
with a tunnel ky d zero.
cfm_mpid: optional integer
A Maintenance Point ID (MPID) uniquely identifies each endpoint within a Maintenance Associa-
tion. TheMPID is used to identify this endpoint to other Maintenance Points in the E&&h
end of a link being monitored shouldveaa dfferent MPID. Must be configured to enable CFM
on thisinterface.

According to the 802.1ag specification, MPIDs can only range between [1, 8di6Mhjever,
extended mode (semther_config:cfm_extended supports eight byte MPIDs.
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cfm_flap_count optional integer
Counts the number of cfm fault flapps since boatflap is considered to be a change of the
cfm_fault value.

cfm_fault: optional boolean
Indicates a connectivity fault triggered by an inability to rezdeartbeats from gnremote end-
point. Whena fault is triggered ointerfaces participating in bonds, tlyewill be disabled.

Faults can be triggered for wa&al reasons. Most importantly there triggered when no CCMs

are recaied for a period of 3.5 times the transmission interval. Faults are also triggered when an
CCMs indicate that a Remote Maintenance Point is not receiving CGMable to send them.
Finally, a fault is triggered if a CCM is reasd which indicates unexpected configuration.
Notably, this case arises when a CCM is reegiwhich advertises the local MPID.

cfm_fault_status : recv none
Indicates a CFM fault was triggered due to a lack of CCMswegten heInterface.

cfm_fault_status : rdi: none
Indicates a CFM fault as triggered due to the reception of a CCM with the RDI bit flagged-
points set the RDI bit in their CCMs when yhare not receiving CCMs themsels. Thistypi-
cally indicates a unidirectional connectivity failure.

cfm_fault_status : maid none
Indicates a CFM fault was triggered due to the reception of a CCM with a MAID other than the
one Open vSwitch uses. CFM broadcasts are tagged with an identification number in addition to
the MPID called the MAID.Open vSwitch only supports receiving CCM broadcasts tagged with
the MAID it uses internally.

cfm_fault_status : loopback none
Indicates a CFM fault as triggered due to the reception of a CCM advertising the same MPID
configured in thefm_mpid column of thisinterface. This may indicate a loop in the network.

cfm_fault_status : overflow: none
Indicates a CFM fault was triggered because the CFM modulereddc@CMs from more remote
endpoints than it can keep track of.

cfm_fault_status : override : none
Indicates a CFM fault was manually triggered by an administrator usiogsaappctlcommand.

cfm_fault_status : interval: none
Indicates a CFM fault was triggered due to the reception of a CCM frame havinglahiirer-
val.

cfm_remote_opstateoptional string, eithedown or up
When in extended mode, indicates the operational state of the remote endpoint agpeither
down. Seeother_config:cfm_opstate

cfm_health: optional integerin range 0 to 100
Indicates the health of the interface as a percentage of CCM frame&demer 21 other_con-
fig:cfm_intervals. Thehealth of an interface is undefined if it is communicating with more than
onecfm_remote_mpids It reduces if healthheartbeats are not reced at he expected rate, and
gradually imprees as fealtty heartbeats are reced at he desired rate. Every Zither_con-
fig:cfm_intervals, the health of the interface is refreshed.

As mentioned abe, the faults can be triggered forvesal reasons. The link health will deterio-
rate een if heartbeats are reeed but they are reported to be unheajthAn unhealtly heartbeat
in this context is a heartbeat for which either some fault is set or is out of seqlibrdaterfice
health can be 100 only on receiving healteartbeats at the desired rate.

cfm_remote_mpids set of integers
When CFM is properly configured, Open vSwitch will occasionally vec€ICM broadcasts.
These broadcasts contain the MPID of the sending Maintenance Point. The list of MPIDs from
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which thisinterface is receiving broadcasts from is regularly collected and written to this column.

other_config : cfm_interval: optional string, containing an integer
The interval, in milliseconds, between transmissions of CFM heartbeats. Three missed heartbeat
receptions indicate a connectivity fault.

In standard operation only intetg of 3, 10, 100, 1,000, 10,000, 60,000, or 600,000 ms are sup-
ported. Othewalues will be rounded down to the nearest value on the list. Extended mode (see
other_config:cfm_extended supports ag intenal up to 65,535 ms. In either mode, the default is
1000 ms.

We b not recommend using intervals less than 100 ms.

other_config : cfm_extendedoptional string, eithetrue or false
Whentrue, the CFM module operates irtended mode. This causes it to use a nonstandard desti-
nation address tovaid conflicting with compliant implementations which may be running cencur
rently on the netark. Furthermore, extended mode increases the agcafabe cfm_interval
configuration parameter by breaking wire compatibility with 802.1ag compliant implementations.
And extended mode allows eight byte MPIDs. Defaultsise

other_config : cfm_demand optional string, eithetrue or false
Whentrue, and other_config:cfm_extendeds true, the CFM module operates in demand mode.
When in demand mode, traffic reoed on the Interface is used to indicateveness. CCMsare
still transmitted and reosd. At least one CCM must be reced every 100 * other_con-
fig:cfm_interval amount of time. Otherwiseyven if traffic are recaied, the CFM module will
raise the connectivity fault.

Demand mode has a couple ofeats:

. To ensure that ovs-vswitchd has enough time to pull statistics from the datapatylthe f
detection interval is set to 3.5 * MAXther_config:cfm_interval, 500) ms.

. To avoid ambiguity demand mode disables itself when there are multiple remote mainte-
nance points.

. If the Interface is heavily congested, CCMs containing thther_config:cfm_opstate
status may be dropped causing changes in the operational state to be dgilmyledy,
if CCMs containing the RDI bit are not reeed, unidirectional link failures may not be
detected.

other_config : cfm_opstate optional string, eithedown or up
Whendown, the CFM module marks all CCMs it generates as operationally down without trigger
ing a fault. Thisallows remote maintenance points to choose not todahwraffic to thdnter-
faceon which this CFM module is runningurrently in Open vSwitch, the opdown bit of CCMs
affectsinterfaces participating in bonds, and the bundle OpemF&ation. This setting is ignored
when CFM is not in extended mode. Defaultsippo

other_config : cfm_ccm_vlanoptional string, containing an integér range 1 to 4,095
When set, the CFM module will apply a VLAN tag to all CCMs it generates with viee ghlue.
May be the stringandom in which case each CCM will be tagged with detént randomly gen-
erated VLAN.

other_config : cfm_ccm_pcpoptional string, containing an integén range 1 to 7
When set, the CFM module will apply a VLAN tag to all CCMs it generates with tea BCP
vaue, the VLAN ID of the tag is g@rned by the value obther_config:cfm_ccm_vlan If
other_config:cfm_ccm_vlanis unset, a VLAN ID of zero is used.

Bonding Configuration:

other_config : lacp-port-id: optional string, containing an integér range 1 to 65,535
The LACP port ID of thidnterface. Port IDs are used in LBP negotiations to identify indd-
ual ports participating in a bond.
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other_config : lacp-port-priority : optional string, containing an integén range 1 to 65,535
The LACP port priority of thidnterface. In LACP regotiations Interfaces with numerically
lower priorities are preferred for aggsetion.

other_config : lacp-aggregation-keyoptional string, containing an integér range 1 to 65,535
The LACP aggrgation key d this Interface. Interfaces with different aggrgaion keys may not
be actve within a gven Port at the same time.

Virtual Machine Identifiers:
These ky-value pairs specifically apply to an interface that represents a virtual Ethernet interface con-
nected to a virtual machine. Thessdvalue pairs should not be present for other types of atest Kys
whose names end #uuid have values that uniquely identify the entity in questidior a Gtrix XenSener
hypervisor these values are UUIDs in RFC 4122 format. Other hypervisors may use other formats.

external_ids : attached-macoptional string
The MAC address programmed into the “virtual harahe’ for this interface, in the form
XXXXXXXXxxxx. For Citrix XenSerer, this is the alue of theMAC field in the VIF record for
this interface.

external_ids : iface-id optional string
A system-unique identifier for the intexde. OnXenServerthis will commonly be the same as
external_ids:xs-vif-uuid.

external_ids : iface-statusoptional string, eitheactive or inactive
Hypervisors may sometimes \& nore than one interface associated with wemiexter-
nal_ids:iface-id, only one of which is actually in use at asgi time. For example, in some eir
cumstances XenServer has botltap” and a ‘vif’ ' interface for a singlexternal_ids:iface-id
but only uses one of them at a timé. hypervisor that behes this way must mark the currently
in use interceactive and the othergmactive. A hypervisor that neer has more than one inter
face for a gven external_ids:iface-id may mark that inteaiceactive or omit external_ids:iface-
statusentirely.

During VM migration, a gien external_ids:iface-id might transiently be maed active on two
different lypervisors. Thats, active means that thiexternal_ids:iface-idis the actie instance
within a single fpervisor not in a broader scope. There is one exception: some hypervisors sup-
port “migration” from a gven hypervisor to itself (most often for test purposeBuring such a

“ migration; two instances of a singkexternal_ids:iface-id might both be briefly madd active

on a single hypervisor.

external_ids : xs-vif-uuid: optional string
The virtual interface associated with this interface.

external_ids : xs-network-uuid optional string
The virtual network to which this interface is attached.

external_ids : vm-id: optional string
The VM to which this intedce belongs. On XenSenythis will be the same axternal_ids:xs-
vm-uuid.

external_ids : xs-vm-uuid optional string
The VM to which this interface belongs.

VLAN Splinters:
The “VLAN splinters” feature increases Open vSwitch compatibility with buggy netwoxerdrin old
versions of Linux that do not properly support VLANs when VLAN devices are not used, at some cost in
memory and performance.

When VLAN splinters are enabled on a particular interface, Open vSwitch creates a VLAN device for each
in-use VLAN. For sending trafic tagged with a VLAN on the interface, it substitutes the VLANick

Traffic receved on the VLAN device is treated as if it had been reegion the interface on the particular
VLAN.
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VLAN splinters consider a VLAN to be in use if:
. The VLAN is thetag value in anyPort record.

. The VLAN is listed within th@runks column of thePort record of an interface on which
VLAN splinters are enabled. An emptsunks does not influence the in-use VLANS:
creating 4,096 VLAN déces is impractical because it will exceed the current 1,024 port
per datapath limit.

. An OpenFlav flow within ary bridge matches the VLAN.

The same set of in-use VLANs applies t@rg interface on which VLAN splinters are enabled. That is,
the set is not chosen separately for each interface but selected once as the union of all in-use VLANs based
on the rules ahe.

It does not mak £nse to enable VLAN splinters on an interface for an access port, or on an interface that
is not a physical port.

VLAN splinters are deprecated. When broken deviceetkiare no longer in widespread use, we will
delete this feature.

other_config : enable-vlan-splintersoptional string, eithetrue or false
Set totrue to enable VLAN splinters on this intade. De#ults tofalse

VLAN splinters increaseéenel and userspace memomgertead, so do not use them unlesg the
are needed.

VLAN splinters do not support 802.1p priority tagReceved priorities will appear to be 0,
regardless of their actual values, and priorities on transmitted packets will also be cleared to 0.

Auto Attad Configuration:
Auto Attach configuration for a particular interface.

lIdp : enable: optional string, eithetrue or false
True to enable LLDP on thiaterface. If not specified, LLDP will be disabled by default.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

other_config map of string-string pairs

external_ids map of string-string pairs
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Flow_Table TABLE
Configuration for a particular Openkidable.

Summary:
name optional string
Eviction Policy:
flow_limit optional integerat least 0
overflow_policy optional string, eitherefuseor evict
groups set of strings
Classifier Optimization:
prefixes set of up to 3 strings
Common Columns:
external_ids map of string-string pairs
Details:

name optional string
The table$ nrame. Sethis column to change the name that controllers will vecehen thg
request table statistics, eays—ofctl dump-tables The name does not affect switch behavior.

Eviction Policy:
Open vSwitch supports limiting the number of flows that may be installed iw tafbte, via thdlow_limit
column. Wheradding a flav would exceed this limit, by default Open vSwitch reports an etvatr there
are two ways to configure Open vSwitch to instead delete (“evict”) & i@ make room for the nes one:

. Set theoverflow_policy column toevict.

. Send an OpenRlo 1.4+ “table mod requestto enable eviction for the flo table (e.qg.
ovs—ofctl —O OpenFlav14 mod-table br0 O gict to enable eviction on fle table O of
bridgebrO0).

When a flov must be evicted due toverflow, the flav to evict is chosen through an approximation of the
following algorithm. This algorithm is usedg&dless of hw eviction was enabled:

1. Divide the flows in the table into groups based on #hges of the fields or subfields specified
in thegroups column, so that all of the flows in avgn group hae the same values for those
fields. Ifa flow does not specify a gén field, that field$ value is treated as (f groupsis
empty then all of the flows in the flotable are treated as a single group.

2. Consider the flows in the Igest group, that is, the group that contains the greatest number of
flows. If two or more groups all hae the same largest number of flows, consider the flows in
all of those groups.

3. If the flows under consideration edfferent importance values, eliminate from considera-
tion ary flows except those with the Weest importance(“Importance; a 16-bit integer alue
attached to each fig was introduced in OpenRiol.4. Flows inserted with older versions of
OpenFlav always hare an importance of 0.)

4. Among the flows under consideration, choose thetfhat expires soonest for eviction.

The eviction process only considers flows thatehan idle timeout or a hard timeout. That isjation
never deletes permanent fis. (Permanerftows do count againgiow_limit.)

flow_limit: optional integerat least 0
If set, limits the number of flows that may be added to the table. Open vSwitch may limit the
number of flevs in a table for other reasons, e.g. due to hardware limitations or for reseaiFce a
ability or performance reasons.

overflow_policy: optional string, eitherefuseor evict
Controls the switcls behasior when an OpenHo flow table modification request would add
flows in excess dlow_limit. The supported values are:

refuse Refuse to add the floor flows. Thisis also the defult poliocy whenoveflow_policy is
unset.
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evict Delete a flav chosen according to the algorithm describedvabo

groups: set of strings
Whenoverflow_policy is evict, this controls her flows ae chosen for eviction when thevlda-
ble would otherwisexezeedflow_limit flows. Itsvaue is a set of NXM fields or sub-fields, each
of which takes one of the fornfld]] or field start.end, eg. NXM_OF_IN_PORT[]. Please
seenicira—ext.h for a complete list of NXM field names.

Open vSwitch ignores grinvdid or unknown field specifications.

When eviction is not enabled, viverflow_policy or an OpenFle 1.4+ “table mod; t his col-
umn has no effect.

Classifier Optimization:

prefixes set of up to 3 strings
This string set specifies which fields should be used for address prefix traBkéfix tracking
allows the classifier to skip rules with longer than necessary esefigsulting in better wildcard-
ing for datapath flows.

Prefix tracking may be beneficial when anflimble contains matches on IP address fields with dif-
ferent prefix lengthsFor example, when a flo table contains IP address matches on both full
addresses and proper preBxthe full address matches will typically cause the datapathidio
un-wildcard the whole address field (depending ow #otry priorities). In this case each pask
with a different address gets handed to the userspace viopift@essing and generates it8ro
datapath fler. With prefix tracking enabled for the address field in question gisicwith
addresses matching shorter pre$ixvould generate datapath flows where the Vrapteaddress
bits are wildcarded, allowing the same datapath ftohandle all the packets within the prefix in
guestion. Inthis case manuserspace upcalls can beomled and the werall performance can be
better.

This is a performance optimization onsp mckets will receve the same treatment with or with-
out prefix tracking.

The supported fields are¢un_id, tun_src, tun_dst, nw_src, nw_dst (or aliasesip_src and
ip_dst), ipv6_src, andipv6_dst (Using this feature fotun_id would only male snse if the tun-
nel IDs hae pefix structure similar to IP addresses.)

By default, theprefixes=ip_dst,ip_srcare used on each fiotable. Thisinstructs the flev classi-
fier to track the IP destination and source addresses used by the rules in this spetafidelo

The lkeyword noneis recognized as an explicivaride of the dedult values, causing no prefix
fields to be tracked.

To st the prefix fields, the flotable record needs to exist:

ovs-vsctl set Bridge brO flow_tables:0=@N1 —— ——id=@N1 create Flow_Table name=table0
Creates a flo table record for the Openkiaable number 0.

ovs-vsctl set Flow_Table tableO prefixes=ip_dst,ip_src
Enables prefix tracking for IP source and destination address fields.

There is a maximum number of fields that can be enabled yoorenflow table. Currenththis
limit is 3.
Common Columns:

The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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QoS TABLE
Quality of Service (QoS) configuration for each Port that references it.
Summary:
type string
gueues map of intgerQueue pairs, lky in range 0 to

4,294,967,295
Configuration for linux-htb and linux-hfsc:

other_config : max-rate optional string, containing an integer
Common Columns:
other_config map of string-string pairs
external_ids map of string-string pairs
Details:
type: string
The type of QoS to implement. The currently defined types are listed below:
linux—htb
Linux  “hierarcty  token hucket’ classifier See tc-htb(8) (also at
http://linux.die.net/man/8/tc-htb) and the HTB manual

(http://luxik.cdi.cz/"devik/qos/htb/manual/userg.ntm) for information on ha this
classifier works and loto configure it.

linux—hfsc
Linux "Hierarchical Fair Service Curve" classifierSee http://linux—ip.net/arti-
cles/hfsc.enfor information on hw this classifier works.

linux—sfq
Linux “Stochastic Rirness Queueing’ classifier See tc-sfq(8) (also at
http://linux.die.net/man/8/tc-sfq) for information on hw this classifier works.

linux—codel
Linux “Controlled Delay’ classifier See  tc—codel8) (also at
http://man7.org/linux/man—-pages/man8/tc—codel.8.htmlIfor information on hw this
classifier works.

linux—fg_codel
Linux “Fair Queuing with Controlled Delaytlassifier See tc—fq_codel8) (also at
http://man7.org/linux/man-pages/man8/tc—fq_codel.8.html for information on hw
this classifier works.

gueues map of intege@Queuepairs, ley in range 0 to 4,294,967,295
A map from queue numbers Queuerecords. Theupported range of queue numbers depend on
type. The queue numbers are the same as dheue_id used in OpenFlo in struct
ofp_action_enqueuend other structures.

Queue 0 is thedefault queué. |t is used by OpenFle output actions when no specific queue
has been setWhen no configuration for queue 0 is present, it is automatically configured as if a
Queuerecord with emptydscp and other_config columns had been specified. (Beforrsion

1.6, Open vSwitch would lga queue 0 unconfigured in this cas#ith some queuing disciplines,

this dropped all packets destined for the default queue.)

Configuration for linux-htb and linux-hfsc:
Thelinux—htb andlinux—hfsc classes support the following¥yvalue pair:

other_config : max-rate optional string, containing an integer
Maximum rate shared by all queued figfin bit/s. Optional. Ifnot specified, for physical inter
faces, the default is the link rat€&or other interfaces or if the link rate cannot be determined, the
default is currently 100 Mbps.

Common Columns:
The overall purpose of these columns is described ur@emmon Columns at the beginning of this
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document.
other_config map of string-string pairs

external_ids map of string-string pairs
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Queue TABLE
A configuration for a port output queue, used in configuring Quality of Service (QoS) features. May be ref-
erenced byjueuescolumn inQoStable.

Summary:
dscp optional integerin range 0 to 63
Configuration for linux-htb QoS:
other_config : min-rate optional string, containing an integet least 1
other_config : max-rate optional string, containing an integet least 1
other_config : burst optional string, containing an integet least 1
other_config : priority optional string, containing an iger, in range 0 to

4,294,967,295
Configuration for linux-hfsc QoS:

other_config : min-rate optional string, containing an integet least 1

other_config : max-rate optional string, containing an integet least 1
Common Columns:

other_config map of string-string pairs

external_ids map of string-string pairs

Details:
dscp: optional integerin range 0 to 63
If set, Open vSwitch will mark all trA€ egressing thiQueuewith the gven DSCP bits. Traffic
egessing the dallt Queueis only marked if it was explicitly selected as tQaeueat the time
the packet was outputlf unset, the DSCP bits of traffic egressing tQseue will remain
unchanged.

Configuration for linux-htb QoS:
QoS type linux—htb may usequeue_ids less than 61440. It has the followingykvalue pairs defined.

other_config : min-rate: optional string, containing an integet least 1
Minimum guaranteed bandwidth, in bit/s.

other_config : max-rate optional string, containing an integeit least 1
Maximum allowed bandwidth, in bit/®Optional. Ifspecified, the queueiate will not be allved
to exceed the specified valuege if excess bandwidth isvailable. If unspecified, defaults to no
limit.

other_config : burst optional string, containing an integet least 1
Burst size, in bits. This is the maximum amountakldits” that a queue can accumulate while it
is idle. Optional. Detailsof the linux—htb implementation require a minimum burst size, so a
too-smallburst will be silently ignored.

other_config : priority : optional string, containing an integér range 0 to 4,294,967,295
A queue with a smallepriority will receive dl the excess bandwidth that it can use before a
gueue with a larger value reees any. Specific priority \alues are unimportant; only reladi
ordering matters. Defaults to O if unspecified.

Configuration for linux-hfsc QoS:
QoS type linux—hfscmay usequeue_ids less than 61440. It has the followingykvalue pairs defined.

other_config : min-rate: optional string, containing an integet least 1
Minimum guaranteed bandwidth, in bit/s.

other_config : max-rate optional string, containing an integet least 1
Maximum allowed bandwidth, in bit/®Optional. Ifspecified, the queueiate will not be allved
to exceed the specified valuege if excess bandwidth isvailable. If unspecified, defaults to no
limit.
Common Columns:

The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.
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other_config map of string-string pairs

external_ids map of string-string pairs
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Mirror TABLE
A port mirror within aBridge.

A port mirror configures a bridge to send selected frames to spetiabied” ports, in addition to their
normal destinations. Mirroring trid may also be referred to as SPAN or RSPAN, depending wrthe
mirrored traffic is sent.

When a pacht enters an Open vSwitch bridge, it becomes eligible for mirroring based on its ingress port
and VLAN. As the packet txa@ls through the flav tables, each time it is output to a port, it becomes eligi-

ble for mirroring based on thgress port and VLAN. In Open vSwitch 2.5 and latgirroring occurs just

after a packet first becomes eligible, using the packet as it exists at that point; in Open vSwitch 2:4 and ear
lier, mirroring occurs only after a packet hasvarged all the flr tables, using the original packet as it
entered the bridge. This makes datiénce only when the flotable modifies the packet: in Open vSwitch

2.4, the modifications are ver visible to mirrors, whereas in Open vSwitch 2.5 and later modifications
made before the first output that makes it eligible for mirroring to a particular destination are visible.

A packet that enters an Open vSwitch bridge is mirrored to a particular destination onlywancé itd s
eligible for multiple reasonsFor example, a packet euld be mirrored to a particulautput_port only
once, &en if it is selected for mirroring to that port kselect_dst_portandselect_src_portin the same or
differentMirror records.

Summary:
name string
Selecting Pakets for Mirroring:
select_all boolean
select_dst_port set of weak reference Rorts
select_src_port set of weak reference Rorts
select_vlan set of up to 4,096 integers, in range 0 to 4,095
Mirroring Destination Configuration:
output_port optional weak reference Rort
output_vlan optional integerin range 1 to 4,095
Statistics: Mirror counters:
statistics : tx_packets optional integer
statistics : tx_bytes optional integer
Common Columns:
external_ids map of string-string pairs
Details:
name string

Arbitrary identifier for theMirror .

Selecting Pakets for Mirroring:
To be =lected for mirroring, a gen packet must enter or lea te bridge through a selected port and it
must also be in one of the selected VLANS.

select_all boolean
If true, every packet arriving or departing onyaport is selected for mirroring.

select_dst_port set of weak reference ort s
Ports on which departing packets are selected for mirroring.

select_src_port set of weak reference torts
Ports on which arriving packets are selected for mirroring.

select_vlan set of up to 4,096 integers, in range 0 to 4,095
VLANSs on which packets are selected for mirroring. An empty set selects packets on all VLANS.

Mirroring Destination Configuration:
These columns are mutually exchesi Exactly one of them must be nonempty.
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output_port: optional weak reference tort
Output port for selected packets, if nonempty.

Specifying a port for mirror output reses/that porteclusively for mirroring. No frames other
than those selected for mirroring via this column will be foded to the port, and ywarirames
recevved on the port will be discarded.

The output port may be wrkind of port supported by Open vSwitch. It may be, for example, a
physical port (sometimes called SPAN) or a GRE tunnel.

output_vlan: optional integerin range 1 to 4,095
Output VLAN for selected packets, if nonempty.

The frames will be sent out all ports that trumkput_vian, as well as ag ports with implicit
VLAN output_vlan. When a mirrored frame is sent out a trunk port, the fraieAN tag will

be set tooutput_vlan, replacing ag existing tag; when it is sent out an implicit VLAN port, the
frame will not be tagged. This type of mirroring is sometimes called RSPAN.

See the documentation fother_config:forward-bpdu in thelnterface table for a list of destina-
tion MAC addresses which will not be mirrored to a VLAN tmia confusing switches that inter
pret the protocols that theepresent.

Please noteMirroring to a VLAN can disrupt a netwk that contains unmanaged switch€an-

sider an unmanaged ygical switch with tv ports: port 1, connected to an end host, and port 2,
connected to an Open vSwitch configured to mirror vedgpackets into VLAN 123 on port 2.
Suppose that the end host sends aqtamk port 1 that the physical switch forwards to porTBe

Open vSwitch forwards this paekto its destination and then reflects it back on port 2 in VLAN
123. Thisreflected packet causes the unmanaged physical switch to replace Ghke&Aing ta-

ble entry which correctly pointed to port 1, with one that incorrectly points to poAferward,

the physical switch will direct paeks destined for the end host to the Open vSwitch on port 2,
instead of to the end host on port 1, disrupting convigctilf mirroring to a VLAN is desired in

this scenario, then the physical switch must be replaced by one that learns Ethernet addresses on a
perVLAN basis. In addition, learning should be disabled on the VLAN containing mirrored traf-
fic. If this is not done then intermediate switches will learn theCM#ldress of each end host

from the mirrored trdic. If paclets being sent to that end host are also mirrored, thgmvitide

dropped since the switch will attempt to send them out the input port. Disabling learning for the
VLAN will cause the switch to correctly send the packet out all ports configured for that VLAN.

If Open vSwitch is being used as an intermediate switch, learning can be disabled by adding the
mirrored VLAN toflood_vlansin the appropriat®ridge table or tables.

Mirroring to a GRE tunnel has fewervgats than mirroring to a VLAN and should generally be
preferred.

Statistics: Mirror counters:
Key-value pairs that report mirror statistics. The update period is controllethey _config:stats-update-
interval in theOpen_vSwitchtable.

statistics : tx_packets optional integer
Number of packets transmitted through this mirror.

statistics : tx_bytes optional integer
Number of bytes transmitted through this mirror.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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Controller TABLE
An OpenFlav controller.

Open vSwitch supports twkinds of OpenFlar controllers:

Primary controllers
This is the kind of controller ersioned by the OpenRlo 1.0 specification.Usually, a
primary controller implements a netvk policy by taking charge of the switchflow ta-
ble.

Open vSwitch initiates and maintains persistent connections to primary controllers, retry-
ing the connection each time it fails or drof$e fail_mode column in theBridge table
applies to primary controllers.

Open vSwitch permits a bridge toveaany number of primary controllers. When multi-

ple controllers are configured, Open vSwitch connects to all of them simultaneously
Because OpenRlo 1.0 does not specify momultiple controllers coordinate in interact-

ing with a single switch, more than one primary controller should be specified only if the
controllers are themselves designed to coordinate with each ¢itter Nicira-defined
NXT_ROLE OpenFlav vendor extension may be useful for this.)

Service controllers
These kinds of OpenRlocontroller connections are intended for occasional support and
maintenance use, e.g. witlvs—ofctl. Usually a service controller connects only briefly
to inspect or modify some of a switstgate.

Open vSwitch listens for incoming connections from service controllers. The service
controllers initiate and, if necessamaintain the connections from their endhe
fail_mode column in theBridge table does not apply to service controllers.

Open vSwitch supports configuringyamumber of service controllers.
Thetarget determines the type of controller.

Summary:
Core Features:

target
connection_mode
Controller Failure Detection and Handling:
max_backoff
inactivity _probe
Asynchronous Mesges:
enable_async_messages
Controller Rate Limiting:
controller_rate_limit
controller_burst_limit
Controller Rate Limiting Statistics:
status : packet-in-TYPE-bypassed
status : packet-in-TYPE-queued
status : packet-in-TYPE-dropped
status : packet-in-TYPE-backlog
Additional In-Band Configuration:
local_ip
local_netmask
local_gateway
Controller Status:
is_connected
role
status : last_error

Open vSwitch 2.4.90

string
optional string, eithein—band or out-of-band

optional integerat least 1,000
optional integer

optional boolean

optional integerat least 100
optional integerat least 25

optional string, containing an integet least 0
optional string, containing an integet least 0
optional string, containing an integet least 0
optional string, containing an integet least 0

optional string
optional string
optional string

boolean
optional string, one ddlave, other, or master
optional string
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status : state optional string, one ofACTIVE, VOID, CON-
NECTING, IDLE , or BACKOFF

status : sec_since_connect optional string, containing an integet least 0

status : sec_since_disconnect optional string, containing an integet least 1
Connection Parameters:

other_config : dscp optional string, containing an integer
Common Columns:

external_ids map of string-string pairs

other_config map of string-string pairs

Details:
Core Features:

target: string
Connection method for controller.

The following connection methods are currently supported for primary controllers:

sslip[:porf]
The specified SSiport on the host at the gn ip, which must be xpressed as an IP
address (not a DNS nameJhe sslcolumn in theOpen_vSwitchtable must point to a
valid SSL configuration when this form is used.

If portis not specified, it defaults to 6653.

SSL support is an optional feature that is natags built as part of Open vSwitch.
tcp:ip[:port]

The specified TCRPort on the host at the \gn ip, which must be expressed as an IP

address (not a DNS name), whépecan be IPv4 or IPv6 addres#. ip is an IPv6
address, wrap it in square brackets, &jg::1]:6653.

If portis not specified, it defaults to 6653.
The following connection methods are currently supported for service controllers:

pssl{port][:ip]
Listens for SSL connections on the specified POR. If ip, which must be expressed as
an IP address (not a DNS name), is specified, then connections are restricted to the speci-
fied local IP address (either IPv4 or IPv@).ip is an IPv6 address, wrap it in square
brackets, e.gpssl:6653:[::1].

If portis not specified, it defaults to 665%. ip is not specified then it listens only on
IPv4 (but not IPv6) addresse$he sslcolumn in theOpen_vSwitchtable must point to
avalid SSL configuration when this form is used.

If portis not specified, it currently to 6653.
SSL support is an optional feature that is natags built as part of Open vSwitch.

ptep:[port][:ip]
Listens for connections on the specified Ti@t. If ip, which must be expressed as an
IP address (not a DNS name), is specified, then connections are restricted to the specified
local IP address (either IPv4 or IPv@).ip is an IPv6 address, wrap it in square beask
e.g.ptcp:6653:[::1]. If ip is not specified then it listens only on IPv4 addresses.

If portis not specified, it defaults to 6653.

When multiple controllers are configured for a single bridge tahget values must be unique.
Duplicatetarget values yield unspecified results.

connection_modeoptional string, eithein—band or out-of-band
If it is specified, this setting must be one of the feilg strings that describeswwd®pen vSwitch
contacts this OpenRlocontroller over the network:
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in—band
In this mode, this controlles’OpenFlav traffic travels over the bridge associated with the
controller With this setting, Open vSwitch allows traffic to and from the controller
regadless of the contents of the Openflfbow table. (OtherwiseQpen vSwitch wuld
never be @le to connect to the controlldsecause it did not e a fbw to enable it.)
This is the most common connection mode because it is not necessary to mamtain tw
independent networks.

out-of-band
In this mode, OpenFle traffic uses a control netwk separate from the bridge associated
with this controller that is, the bridge does not useyai its own network devices to
communicate with the controllefThe control network must be configured separately
before or aftepvs—vswitchdis started.

If not specified, the default is implementation-specific.
Controller Failure Detection and Handling:

max_backoff. optional integerat least 1,000
Maximum number of milliseconds toait between connection attempt®efault is implementa-
tion-specific.

inactivity _probe: optional integer
Maximum number of milliseconds of idle time on connection to controller before sending an inac-
tivity probe messagef Open vSwitch does not communicate with the controller for the specified
number of seconds, it will send a probe. If a response is novedderr the same additional
amount of time, Open vSwitch assumes the connection has been broken and attempts to reconnect.
Default is implementation-specifié value of 0 disables inactivity probes.

Asynchronous Mesges:
OpenFlav switches send certain messages to controllers spontanenthiaglys, not in response toyan
request from the controllelThese messages are called “asynchronous messaghese columns alo
asynchronous messages to be limited or disabled to ensure the best use of network resources.

enable_async_messagesptional boolean
The OpenFlar protocol enables asynchronous messages at time of connection establishment,
which means that a controller can reeetsynchronous messages, potentially ynahthem, &en
if it turns them ofimmediately after connecting. Set this colummfalseto change Open vSwitch
behaior to disable, by default, all asynchronous messages. The controller can use the
NXT_SET_ASYNC_CONFIG Nicira extension to OpenRlto turn on agy messages that it
does want to receg, if any.

Controller Rate Limiting:
A switch can forward packets to a controlleeothe OpenFlar protocol. Forwarding packets this ay at
too high a rate canverwhelm a controllerfrustrate use of the Openklaonnection for other purposes,
increase the lategcof flow stup, and use an unreasonable amount of bandwidth. Therefore, Open
vSwitch supports limiting the rate of packet forwarding to a controller.

There are tw main reasons in OpenRofor a packt to be sent to a controller: either the packeisses”

in the flav table, that is, there is no matchingaf|ar a flow table action says to send the paico the con-

troller. Open vSwitch limits the rate of each kind of packet separately at the configured rate. Therefore, the
actual rate that packets are sent to the controller can be up to twice the configured rate, vetemggack
sent for both reasons.

This feature is specific to forwarding packegsran penFlav connection. lis not general-purpose QoS.
See theQoStable for quality of service configuration, aimgress_policing_ratein the Interface table for
ingress policing configuration.

controller_rate_limit : optional integerat least 100
The maximum rate at which the switch will forward packets to the Operdelptroller, in pack-
ets per second. If no value is specified, rate limiting is disabled.
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controller_burst_limit : optional integerat least 25
When a high rate triggers rate-limiting, Open vSwitch queues packets to the controller for each
port and transmits them to the controller at the configured rate. @his {imits the number of
gueued paais. Porton a bridge share the packet queue fairly.

This value has no effect unlessntroller_rate_limit is configured. The current default when this
value is not specified is one-quartercaitroller_rate_limit , meaning that queuing can delay-for
warding a packet to the controller by up to 250 ms.

Controller Rate Limiting Statistics:
These values report thefatts of rate limiting. Their values are relatio establishment of the most recent
OpenFlav connection, or since rate limiting was enabled, whiehdappened more recentlfeach con-
sists of twp values, one witlTYPE replaced bymissfor rate limiting flav table misses, and the other with
TYPE replaced byaction for rate limiting packets sent by Opentlections.

These statistics are reported only when controller rate limiting is enabled.

status : packet-in-TYPE-bypassedoptional string, containing an integet least 0
Number of packets sent directly to the controldthout queuing, because the rate did naeed
the configured maximum.

status : packet-in-TYPE-queued optional string, containing an integet least 0
Number of packets added to the queue to send later.

status : packet-in-TYPE-dropped optional string, containing an integeit least O
Number of packets added to the queue that were later dropped digflmao This value is less
than or equal tstatus:packet-in-TYPE-queued

status : packet-in-TYPE-backlog optional string, containing an integet least 0
Number of packets currently queuetdhe other statistics increase monotonigaltiyt this one
fluctuates between 0 and tbentroller_burst_limit as conditions change.

Additional In-Band Configuration:
These values are considered only in in-band control modegseection_modg.

When multiple controllers are configured on a single bridge, there should be only one set of alnegie v
in these columns. If different values are set for these columndénediif controllers, the effect is unspeci-
fied.

local_ip: optional string
The IP address to configure on the local port, #832.168.0.123 If this value is unset, then
local_netmaskandlocal_gatewayare ignored.

local_netmask optional string
The IP netmask to configure on the local port, 255.255.255.0 If local_ip is set but this alue
is unset, then the default is chosen based on whether the IP address is class A, B, or C.

local_gateway optional string
The IP address of theatpvay to configure on the local port, as a string, €.92.168.0.1 Leave
this column unset if this network has no gatg

Controller Status:

is_connectedboolean
true if currently connected to this controlléalse otherwise.

role: optional string, one oflave, other, or master
The level of authority this controller has on the associated bridge. Possible values are:

other  Allows the controller access to all Openklteatures.

master Equialent to other, except that there may be at most one master controller at a time.
When a controller configures itself mmster, any exsting master is demoted to thkave
role.
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slave  Allows the controller read-only access to Openrfeatures. Attemptso modify the
flow table will be rejected with an errorSave ontrollers do not recee
OFPT_RACKET_IN or OFPT_FLAQV_REMOVED messages, ub they do receve
OFPT_PORT_SATUS messages.

status : last_error: optional string
A human-readable description of the last error on the connection to the controllestr-i.e.
error(errno) . This key will exist only if an error has occurred.

status : state optional string, one oACTIVE , VOID, CONNECTING, IDLE , or BACKOFF
The state of the connection to the controller:

VOID Connection is disabled.

BACKOFF
Attempting to reconnect at an increasing period.

CONNECTING
Attempting to connect.

ACTIVE
Connected, remote host respessi

IDLE Connection is idle Waiting for response to keep-ad
These values may change in the future. yTdre provided only for human consumption.

status : sec_since_conneatptional string, containing an integet least 0
The amount of time since this controller last successfully connected to the switch (in seconds).
Value is empty if controller has wer successfully connected.

status : sec_since_disconneaiptional string, containing an integet least 1
The amount of time since this controller last disconnected from the switch (in seconds). Value is
empty if controller has wer disconnected.

Connection Parameters:
Additional configuration for a connection between the controller and the Open vSwitch.

other_config : dscp optional string, containing an integer
The Differentiated Service Code Point (DSCP) is specified using 6 bits in the Type of Service
(TOS) field in the IP headdDSCP preides a mechanism to classify the network traffic and pro-
vide Quality of Service (QoS) on IP natiks. TheDSCP \alue specified here is used when estab-
lishing the connection between the controller and the Open vSwliteto value is specified, a
default value of 48 is chosewalid DSCP values must be in the range 0 to 63.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs

other_config map of string-string pairs
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Manager TABLE
Configuration for a database connection to an Open vSwitch database (OVSDB) client.

This table primarily configures the Open vSwitch databagsdb—sewer), not the Open vSwitch switch
(ovs—vswitchd. The switch does read the table to determine what connections should be treated as in-
band.

The Open vSwitch database server can initiate and maintaie aotinections to remote clients. It can
also listen for database connections.

Summary:
Core Features:
target string (must be unique within table)
connection_mode optional string, eithein—band or out-of-band
Client Failure Detection and Handling:
max_backoff optional integerat least 1,000
inactivity _probe optional integer
Status:
is_connected boolean
status : last_error optional string
status : state optional string, one ofACTIVE, VOID, CON-
NECTING, IDLE , or BACKOFF
status : sec_since_connect optional string, containing an integet least 0
status : sec_since_disconnect optional string, containing an integet least 0
status : locks_held optional string
status : locks_waiting optional string
status : locks_lost optional string
status : n_connections optional string, containing an integet least 2
status : bound_port optional string, containing an integer
Connection Parameters:
other_config : dscp optional string, containing an integer
Common Columns:
external_ids map of string-string pairs
other_config map of string-string pairs
Details:

Core Features:

target: string (must be unique within table)
Connection method for managers.

The following connection methods are currently supported:

sslip[:porf]
The specified SSiport on the host at the gn ip, which must be xpressed as an IP
address (not a DNS nameJhe sslcolumn in theOpen_vSwitchtable must point to a
valid SSL configuration when this form is used.

If portis not specified, it defaults to 6640.
SSL support is an optional feature that is natags built as part of Open vSwitch.

tcp:ip[:port]
The specified TCRBort on the host at the \wgn ip, which must be expressed as an IP
address (not a DNS name), whépecan be IPv4 or IPv6 addres#. ip is an IPv6
address, wrap it in square brackets, &g::1]:6640.

If portis not specified, it defaults to 6640.

pssl{port][:ip]
Listens for SSL connections on the specified T®@R. Specify O forport to have the
kernel automatically choose awadable port. If ip, which must be expressed as an IP
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address (not a DNS name), is specified, then connections are restricted to the specified
local IP address (either IPv4 or IPv6 addredb)ip is an IPv6 address, wrap in square
braclets, e.gpssl:6640:[::1] If ip is not specified then it listens only on IPv4it(imot

IPv6) addressesThe sslcolumn in theOpen_vSwitchtable must point to a valid SSL
configuration when this form is used.

If portis not specified, it defaults to 6640.
SSL support is an optional feature that is natags built as part of Open vSwitch.

ptep:[port][:ip]
Listens for connections on the specified Ti@t. Specify O forport to have the kernel
automatically choose arvailable port. If ip, which must be expressed as an IP address
(not a DNS name), is specified, then connections are restricted to the specified local IP
address (either IPv4 or IPv6 addred$)ip is an IPv6 address, wrap it in square beask
e.g.ptcp:6640:[::1]. If ip is not specified then it listens only on IPv4 addresses.

If portis not specified, it defaults to 6640.

When multiple managers are configured, tdrget values must be uniqueDuplicatetarget val-
ues yield unspecified results.

connection_modeoptional string, eithein—band or out-of-band
If it is specified, this setting must be one of the feilg strings that describeswwdpen vSwitch
contacts this OVSDB clientver the network:

in—band
In this mode, this connectiantraffic travels over a bridge managed by Open vSwitch.
With this setting, Open vSwitch alls traffic to and from the clientgerdless of the con-
tents of the OpenHoflow table. (OtherwiseQpen vSwitch would ner be @le to con-
nect to the client, because it did novéa fow to enable it.) This is the most common
connection mode because it is not necessary to maintaiméependent networks.

out-of-band
In this mode, the clierg’traffic uses a control network separate from that managed by
Open vSwitch, that is, Open vSwitch does not ugeoéits own network devices to com-
municate with the clientThe control network must be configured separatefore or
afterovs—vswitchdis started.

If not specified, the default is implementation-specific.
Client Failure Detection and Handling:

max_backoff. optional integerat least 1,000
Maximum number of milliseconds toait between connection attemptSefault is implementa-
tion-specific.

inactivity _probe: optional integer
Maximum number of milliseconds of idle time on connection to the client before sending an inac-
tivity probe messagelf Open vSwitch does not communicate with the client for the specified
number of seconds, it will send a probé.a response is not reeed for the same additional
amount of time, Open vSwitch assumes the connection has been broken and attempts to reconnect.
Default is implementation-specifié value of 0 disables inactivity probes.

Status:

is_connectedboolean
true if currently connected to this managkilse otherwise.

status : last_error: optional string
A human-readable description of the last error on the connection to the managstr- i.e.
error(errno) . This key will exist only if an error has occurred.
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status : state optional string, one oACTIVE , VOID, CONNECTING, IDLE , or BACKOFF
The state of the connection to the manager:

VOID Connection is disabled.

BACKOFF
Attempting to reconnect at an increasing period.

CONNECTING
Attempting to connect.

ACTIVE
Connected, remote host respessi

IDLE Connection is idle Waiting for response to keep-ad
These values may change in the future. yTdre provided only for human consumption.

status : sec_since_conneatptional string, containing an integet least 0
The amount of time since this manager last successfully connected to the database (in seconds).
Value is empty if manager hasvee successfully connected.

status : sec_since_disconneaiptional string, containing an integet least O
The amount of time since this manager last disconnected from the database (in seconds). Value is
empty if manager has v disconnected.

status : locks_held optional string
Space-separated list of the names @E0OB locks that the connection holds. Omitted if the con-
nection does not hold ghocks.

status : locks_waiting optional string
Space-separated list of the nhames MSOB locks that the connection is currently waiting to
acquire. Omittedf the connection is not waiting for pocks.

status : locks_lostoptional string
Space-separated list of the names ¥SDB locks that the connection has had stolen by another
OVSDB client. Omitted if no locks a keen stolen from this connection.

status : n_connectionsoptional string, containing an integeat least 2
When target specifies a connection method that listens for inbound connectionpt@Epg.or
pssl) and more than one connection is actually\egtihe \alue is the number of aeé wnnec-
tions. Otherwisethis key-value pair is omitted.

When multiple connections are agti fatus columns andel-value pairs (other than this one)
report the status of one arbitrarily chosen connection.

status : bound_port optional string, containing an integer
Whentarget is ptcp: or pssl;, this is the TCP port on which the/SDB server is listening(This
is is particularly useful whetarget specifies a port of 0, allowing the kernel to chooseaaail-
able port.)

Connection Parameters:
Additional configuration for a connection between the manager and the Open vSwitch Database.

other_config : dscp optional string, containing an integer
The Differentiated Service Code Point (DSCP) is specified using 6 bits in the Type of Service
(TOS) field in the IP headddSCP preides a mechanism to classify the network traffic and pro-
vide Quality of Service (QoS) on IP natiks. TheDSCP \alue specified here is used when estab-
lishing the connection between the manager and the Open vSwitch. If no value is specified, a
default value of 48 is chosewalid DSCP values must be in the range 0 to 63.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.
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external_ids map of string-string pairs

other_config map of string-string pairs
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NetFlow TABLE

A NetFlov target. NetFlav is a potocol that exports a number of details about terminating IP flows, such
as the principals iolved and duration.

Summary:
targets set of 1 or more strings
engine_id optional integerin range 0 to 255
engine_type optional integerin range 0 to 255
active_timeout integer at least -1
add_id_to_interface boolean
Common Columns:
external_ids map of string-string pairs
Details:

targets: set of 1 or more strings
NetFlow targets in the fornip:port. Theip must be specified numericaliyot as a DNS name.

engine_id optional integerin range 0 to 255
Engine ID to use in NetRlomessages. Datilts to datapath indef not specified.

engine_type optional integerin range 0 to 255
Engine type to use in Netlklomessages. Datilts to datapath indef not specified.

active_timeout: integer at least -1
The interval at which NetHw records are sent for flows that are still agtin seconds. Avaue
of 0 requests the default timeout (currently 600 seconds); a vatedi$ables actie imeouts.

The NetFlov passve imeout, for flavs that become inae®, is not configurable. It will ary
depending on the Open vSwitclersion, the forms and contents of the OpewHlow tables,
CPU and memory usage, and network activiytypical passie imeout is about a second.

add_id_to_interface boolean
If this columns value isfalse the ingress and egress interface fields of Netflow records are
derived from OpenFlar port numbers. When it isue, the 7 most significant bits of these fields
will be replaced by the least significant 7 bits of the engind'ds is useful because mahlet-
Flow collectors do not xpect multiple switches to be sending messages from the same host, so
they do ot store the engine information which could be used to disambiguate the traffic.

When this option is enabled, a maximum of 508 ports are supported.

Common Columns:

The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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SSL TABLE
SSL configuration for an Open_vSwitch.
Summary:
private_key string
certificate string
ca_cert string
bootstrap_ca_cert boolean
Common Columns:
external_ids map of string-string pairs
Details:

private_key: string
Name of a PEM file containing the yaie key used as the switchidentity for SSL connections to
the controller.

certificate: string
Name of a PEM file containing a certificate, signed by the certificate authority (CA) used by the
controller and managethat certifies the switch’'private key, identifying a trustworti switch.

ca_cert string
Name of a PEM file containing the CA certificate usedetdfy that the switch is connected to a
trustwortly controller.

bootstrap_ca_cert boolean
If set totrue, then Open vSwitch will attempt to obtain the CA certificate from the controller on
its first SSL connection andv&it to the named PEM file. If it is successful, it will immediately
drop the connection and reconnect, and from then on all SSL connections must be authenticated
by a certificate signed by the CA certificate thus obtaifféds option exposes the SSL connec-
tion to a man-in—the—-middle attack obtaining the initial CA certificate. It may still be useful
for bootstrapping.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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sFlow TABLE

A set of sFlow(R) tagets. sFlav is a grotocol for remote monitoring of switches.
Summary:

agent optional string

header optional integer

polling optional integer

sampling optional integer

targets set of 1 or more strings

Common Columns:

external_ids map of string-string pairs

Details:

agent optional string
Name of the network device whose IP address should be reported as the “agent snldodles-
tors. Ifnot specified, the agent device is figured from the firgetaaddress and the routing table.
If the routing table does not contain a route to the target, the IP address defaultedal tiin
the collectors Controller. If an gent IP address cannot be determinedddrihese ways, sHo
is disabled.

header. optional integer
Number of bytes of a sampled patko send to the collectoif not specified, the default is 128
bytes.

polling: optional integer
Polling rate in seconds to send port statistics to the collelftapt specified, defaults to 30 sec-
onds.

sampling: optional integer
Rate at which packets should be sampled and sent to the colldaat specified, defaults to
400, which means one out of 400 packets,\@nage, will be sent to the collector.

targets: set of 1 or more strings
sFlow targets in the fornip:port.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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IPFIX TABLE
Configuration for sending packets to IPFIX collectors.

IPFIX is a protocol that exports a number of details abouisfloTheIPFIX implementation in Open
vSwitch samples packets at a configurable rateaes flav information from those packets, optionally
caches and agggdes the flav information, and sends the result to one or more collectors.

IPFIX in Open vSwitch can be configuredotdifferent ways:

. With per-bridge sampling, Open vSwitch performs IPFIX sampling automatically on
all packets that pass through a bridde.configure per-bridge sampling, createlRfIX
record and point 8ridge table’sipfix column to it. The Flow_Sample_Collector_Set
table is not used for per-bridge sampling.

. With flow-based sampling sample actions in the OpenRlo flow table drive IPFIX
sampling. Seevs—ofctl(8) for a description of theampleaction.

Flow-based sampling also requires database configuration: créBte>a record that
describes the IPFIX configuration andFlaw_Sample_Collector_Setecord that points
to theBridge whose flov table holds thsampleactions and téPFIX record. Thdpfix
in theBridge table is not used for flow-based sampling.

Summary:
targets set of strings
cache_actve timeout optional integerin range 0 to 4,200
cache_max_flows optional integerin range 0 to 4,294,967,295
Per-Bridge Sampling:
sampling optional integerin range 1 to 4,294,967,295
obs_domain_id optional integerin range 0 to 4,294,967,295
obs_point_id optional integerin range 0 to 4,294,967,295
other_config : enable-tunnel-sampling optional string, eithetrue or false
other_config : enable-input-sampling optional string, eithetrue or false
other_config : enable-output-sampling optional string, eithetrue or false
Common Columns:
external_ids map of string-string pairs
Details:

targets: set of strings
IPFIX target collectors in the forip:port.

cache_actve timeout: optional integerin range 0 to 4,200
The maximum period in seconds for which an IPFIXvftecord is cached and aggeted before
being sent. If not specified, defaults to 0. If 0, caching is disabled.

cache_max_flowsoptional integerin range 0 to 4,294,967,295
The maximum number of IPFIX flo records that can be cached at a time. If not specified,
defaults to 0. If 0, caching is disabled.

Per-Bridge Sampling:

These values affect only per-bridge samplisgee abwee for a description of the differences between per
bridge and flow-based sampling.

sampling: optional integerin range 1 to 4,294,967,295
The rate at which paeks should be sampled and sent to each target colld€toot specified,

defaults to 400, which means one out of 400 pégkon gerage, will be sent to each target collec-
tor.

obs_domain_id optional integerin range 0 to 4,294,967,295
The IPFIX Observation Domain ID sent in each IPFIX gachkf not specified, defaults to 0.

Open vSwitch 2.4.90 DB Schema 7.12.1 59



ovs-vswitchd.conf.db(5) OperSwitch Manual ovs-vswitchd.conf.db(5)

obs_point_id optional integerin range 0 to 4,294,967,295
The IPFIX Observation Point ID sent in each IPFIXfiecord. Ifnot specified, defaults to 0.

other_config : enable-tunnel-samplingoptional string, eithetrue or false
Set totrue to enable sampling and reporting tunnel header 7-tuples in IPRXdlmords. Tnnel
sampling is disabled by default.

The following enterprise entities report the sampled tunnel info:

tunnelType:
ID: 891, and enterprise ID 6876 (VMware).

type: unsigned 8-bit integer.
data type semantics: identifier.

description: Identifier of the layer 2 nedvic overlay network encapsulation type: 0x01
VXLAN, 0x02 GRE, 0x03 LISFOx05 IPsec+GRE, 0x07 GENEVE.

tunnelkey:
ID: 892, and enterprise ID 6876 (VMware).

type: variable-length octetarray.
data type semantics: identifier.

description: Ky which is used for identifying an inddual traffic flov within a VXLAN
(24-bit VNI), GENEVE (24-bit VNI), GRE (32-bit é&y), or LISP (24-bit instance ID)
tunnel. The ky is encoded in this octetarray as a 3-, 4-, or 8-byte integer ID inanketw
byte order.

tunnelSourcelPv4Address:
ID: 893, and enterprise ID 6876 (VMware).

type: unsigned 32-bit integer.
data type semantics: identifier.
description: The IPv4 source address in the tunnel IP packet header.

tunnelDestinationIPv4Address:
ID: 894, and enterprise ID 6876 (VMware).

type: unsigned 32-bit integer.
data type semantics: identifier.
description: The IPv4 destination address in the tunnel IP packet header.

tunnelProtocolldentifier:
ID: 895, and enterprise ID 6876 (VMware).

type: unsigned 8-bit integer.
data type semantics: identifier.

description: The value of the protocol number in the tunnel IP packet h&adgproto-
col number identifies the tunnel IP packet payload type.

tunnelSourceTransportPort:
ID: 896, and enterprise ID 6876 (VMware).

type: unsigned 16-bit integer.
data type semantics: identifier.

description: The source port identifier in the tunnel transport hebolethe transport
protocols UDPTCR and SCTR this is the source port numbewegi in the respectie
header.
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tunnelDestinationTransportPort:
ID: 897, and enterprise ID 6876 (VMware).

type: unsigned 16-bit integer.
data type semantics: identifier.

description: The destination port identifier in the tunnel transport hdamehe transport
protocols UDPTCPR and SCTRthis is the destination port numbevai in the respectie
header.

other_config : enable-input-sampling optional string, eithetrue or false
By default, Open vSwitch samples and reportegl@t bridge port input in IPFIX flo records.
Set this column téalseto disable input sampling.

other_config : enable-output-samplingoptional string, eithetrue or false
By default, Open vSwitch samples and reports flows at bridge port output in IP#iXetiords.
Set this column téalseto disable output sampling.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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Flow_Sample_Collector_Set TABLE
A set of IPFIX collectors of packet samples generated by Opensample actions. Thistable is used
only for IPFIX flov-based sampling, not for per-bridge sampling (se¢RR&X table for a description of
the two forms).

Summary:
id integer in range 0O to 4,294,967,295
bridge Bridge
ipfix optionalIPFIX
Common Columns:
external_ids map of string-string pairs
Details:

id: integerin range 0 to 4,294,967,295
The ID of this collector set, unique among the bridg®llector sets, to be used as ttw@lec-
tor_set_idin OpenFlowsampleactions.

bridge: Bridge
The bridge into which OpenRlosampleactions can be added to send packet samples to this set
of IPFIX collectors.

ipfix: optional IPFIX
Configuration of the set of IPFIX collectors to send one flecord per sampled packet to.

Common Columns:
The overall purpose of these columns is described u@enmon Columnsat the beginning of this docu-
ment.

external_ids map of string-string pairs
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AutoAttach TABLE
Auto Attach configuration within a bridgelhe IETF Auto-Attach SPBM draft standard describes a com-
pact method of using IEEE 802.1AB Link Layer Digety Protocol (LLDP) together with a IEEE 802.1aq
Shortest Path Bridging (SPB) network to automatically attach network devices to individual services in a
SPB netwrk. Theintent here is to alle network applications and devices usiny®to be able to easily
take advantage of features offered by industry standard SPB networks.

Auto Attach (AA) uses LLDP to communicate between a directly connected Auto Attach Client (AAC) and
Auto Attach Server (AAS). The LLDP protocol is extended to adol mew Type-Length-\dlue tuples
(TLVs). The first nev TLV supports the ongoing diseery of directly connected AA correspondents. Auto
Attach operates by regularly transmitting AA digery TLVsS between the AA client and AA s&w By
exchanging these diseery messages, both the £2and AAS learn the system name and system descrip-
tion of their peerin the OVS context, @S operates as the AA client and the AA server resides on a switch
at the edge of the SPB network.

Once AA discoery has been completed the B&Ahen uses the secondwm@&LV to deliver identifier map-

pings from the AL to the AAS. A primary feature of Auto Attach is tacilitate the mapping of VLANSs
defined outside the SPB network onto service ids (ISIDs) defined within the SPkrlneBy doing so

individual external VLANs can be mapped onto specific SPB or&twervices. These VLAN id to I1SID
mappings can be configured and managed locally usimgypigons added to the ovs-vsctl command.

The Auto Attach OVS feature does not provide a full implementation of the LLDP protocol. Support for the
mandatory TLVs as defined by the LLDP standard and support for the AAetensions is praded.

LLDP protocol support in @S can be enabled or disabled on a port by port basis. LLDP support is dis-
abled by default.

Summary:
system_name string
system_description string
mappings map of intger-integger pairs, ky in range 0 to
16,777,215, value in range 0O to 4,095
Details:

system_namestring
The system_name string igported in LLDP messages. It should uniquely identify the bridge in
the network.

system_description string
The system_description string isperted in LLDP messages. It should describe the type of soft-
ware and hardware.

mappings map of integer-integer pairsek in range 0 to 16,777,215, value in range 0 to 4,095
A mapping from SPB network Individual Service Identifier (ISID) to VLAN id.
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