ovsdb-serer(1)

NAME

OpervSwitch Manual ovsdb-server(1)

ovsdb-server — Open vSwitch database server

SYNOPSIS

ovsdb-sewer [databasg.. [--remote=remotq... [-—run=comman{l

Daemon options

[——pidfile[=pidfile]] [ -—overwrite—pidfile ] [-—detacH [-—no—chdir]

Service options:

[-—servicq [-—service—-monitor

Logging options:
[-v[mod

ulg:destinatiof:levell]]...

[-—verbose[-modulg:destinatiof:level]]]...
[-—log—file[=file]]

Public ley infrast

ructure options:

[——private—key=privkeypenj
[——certificate=cert.penh

[-—ca-c

ert=cacert.perh

[-—bootstrap—ca—cert=cacert.perh
[-—peer—ca—certpeer-cacert.pein

Runtime management options:
——unixctl=soket

Common options:
[-h|—=help] [V | ——Version]

DESCRIPTION

The ovsdb-sewner program provides RPC interfaces to one or more Open vSwitch datab®¥&3RS).
It supports JISON-RPC client connectionsractive a passve TCP/IP or Unix domain sockets.

Each OVSDB file may be specified on the command lingatabase If none is specified, the default is
lusr/etc/openvswitch/conf.db The database files must alreadyén&een created and initialized using, for
example,ovsdb-tool create

OPTIONS
—-remote=remote
Addsremoteas a connection method useddwgdb—-serer. remotemust tale one of the follav-
ing forms:
psslport:ip]

Listen on the gien SSL port for a connection. By default, connections are not bound to a
particular local IP address and it listens only on IPw# (lot IPv6) addresses, but speci-
fying ip limits connections to those from thevgn ip, ether IPv4 or IPv6 addresdf ip is

an IPv6 address, then wrgp with square brackets, e.gssl:6640:[::1] The ——pri-
vate—key, ——certificate, and ——ca—certoptions are mandatory when this form is used.

ptcp:port[:ip]

Listen on the gien TCP port for a connection. By default, connections are not bound to
a particular local IP address and it listens only on IPu4 (ot IPv6) addressesutip

may be specified to listen only for connections to thegip, ether IPv4 or IPv6
address. Ifip is an IPv6 address, then wraip with square brackets, e.g.:
ptcp:6640:[::1].

punix:file

Open vSwitch

On POSIX, listen on the Unix domain server socket nafitesfbr a connection.

On Windows, listen on a kernel chosen TCP port on the localhost. @reelkchosen
TCP port value is written ifile.
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sslip:port
The specified SSiport on the host at the gn ip, which must be xpressed as an IP
address (not a DNS name) in IPv4 or IPv6 address forthgi.is an IPv6 address, then
wrap ip with square brackets, e.gsl:[::1]:6640. The ——private—key, ——certificate,
and--ca—certoptions are mandatory when this form is used.

tcp:ip:port
Connect to the gen TCP port on ip, whereip can be IPv4 or IPv6 address.igfis an
IPv6 address, then wrapwith square brackets, e.d¢cp:[::1]:6640.
unix:file
On POSIX, connect to the Unix domain server socket nditeed
On Windows, connect to a localhost TCP port whose value is writf@a.in

db:dbjtablecolumn
Reads additional connection methods froolumnin all of the rows intable within db.
As the contents afolumnchangespvsdb—sewer also adds and drops connection meth-
ods accordingly.

If columris type is string or set of strings, then the connection methods are taken directly
from the column.The connection methods in the column mustehane of the forms
described abe.

If columris type is UUID or set of UUIDs and references a table, then each UUID is
looked up in the referenced table to obtain . rd@he following columns in the wq if
present and of the correct type, configure a connection meftrodadditional columns

are ignored.

target (string)
Connection method, in one of the forms describedvabdhis column is
mandatory: if it is missing or empty then no connection method can be config-
ured.

max_backoff (integer)
Maximum number of milliseconds to wait between connection attempts.

inactivity _probe (integer)
Maximum number of milliseconds of idle time on connection to client before
sending an inactivity probe message.

It is an error folcolumnto have another type.
To connect or listen on multiple connection methods, use mukiptemote options.

——run=commanyl
Ordinarily ovsdb—sewer runs forever, or until it is told to exit (sed]RUNTIME MAN AGEMENT
COMMANDS belaw). With this option,ovsdb—sewer instead starts a shell subprocess running
command When the subprocess terminategsdb—serer also exits gracefullylf the subprocess
exits normally with exit code 0, thesvsdb—sewer exits with exit code 0 also; otherwise, itits
with exit code 1.

This option can be useful where a database server is needed only to run a single command, e.g.:
ovsdb-sewer —-remote=punix:socket ——run="ovsdb-client dump unix:soclet
Open_vSwitch’

This option is not supported on Windows platform.

Daemon Options
The following options are valid on POSIX based platforms.
——pidfile[=pidfile]
Causes a file (by dafilt, ovsdb—sewer.pid) to be ceated indicating the PID of the running
process. Ithe pidfile agument is not specified, or if it does not begin wijtthen it is created in
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/var/run/openvswitch.
If ——pidfile is not specified, no pidfile is created.

——overwrite—pidfile
By default, when-—pidfile is specified and the specified pidfile alreagligts and is locked by a
running procesjvsdb—sewer refuses to startSpecify——overwrite—pidfile to cause it to instead
overwrite the pidfile.

When--pidfile is not specified, this option has no effect.

——detach
Causesovsdb—-sewver to detach itself from the fogeound session and run as a background
processovsdb—sewer detaches only after it starts listening on all configured remotes.

——monitor
Creates an additional process to monitoratedb-sewver daemon. lithe daemon dies due to a
signal that indicates a programming en®iGABRT, SIGALRM , SIGBUS, SIGFPE, SIGILL ,
SIGPIPE, SIGSEGV, SIGXCPU, or SIGXFSZ) then the monitor process starts avroepy of it.
If the daemon dies or exits for another reason, the monitor process exits.

This option is normally used with—detach but it also functions without it.

——no—chdir
By default, when-—detachis specified,ovsdb—serer changes its current working directory to
the root directory after it detache®therwise, imoking ovsdb-sewer from a carelessly chosen
directory would preent the administrator from unmounting the file system that holds that direc-
tory.

Specifying——no—chdir suppresses this behar, preventing ovsdb-sewrer from changing its cur

rent working directory This may be useful for collecting core files, since it is common behavior to
write core dumps into the current working directory and the root directory is not a good directory
to use.

This option has no effect wher-detachis not specified.

——user Causevsdb-sewer to run as a non root user specified in "user:group”, thus dropping all root
privileges. Short forms "user" and ":group" are alsovadld, with current user or group are
assumed respeedly. Only daemons started by the root user accepts this argument.

On Linux, daemons will be granted CAP_IPC_LOCK and CAP_NET_BIND_SERVICES before
dropping root prileges. Daemons interact with datapath, suchvasvewitchd, will be granted
two additional capabilities, namely CAP_NET_ADMIN and CAP_NET WRA

On Windows, this option is not currently supported. For security reasons, specifying this option
will cause the daemon process not to start.

Service Options
The following options are valid only on Windows platform.

—-service
Causesvsdb-sewer to run as a service in the background. The service should alreas e
created through external tools lis€.exe

——service—monitor
Causes thevsdb—sewer service to be automatically restarted by theddws services manager
if the service dies or exits for unexpected reasons.

When--serviceis not specified, this option has no effect.
Logging Options
-V[spe¢
——verboseisped
Sets logging heels. Without ary speg sets the log feel for every module and destination tibg.
Otherwise specis a list of words separated by spaces or commas or colons, up to one from each
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category below:

. A valid module name, as displayed by tHeg/list command orovs—appctl8), limits
the log level change to the specified module.

. syslog consolg or file, to limit the log level change to only to the system log, to the con-
sole, or to a file, respecdy.

On Windows platform,syslogis accepted as a word and is only useful along with the
—-syslog-targetoption (the word has no effect otherwise).

. off, emer, err, warn, info, or dbg, to control the log lgel. Messagesf the gven sve-
ity or higher will be logged, and messages of lowgersty will be filtered out. off filters
out all messages. Sees—appct8) for a definition of each logvel.

Case is not significant withgpec

Regardless of the log keels set forfile, logging to a file will not taé& pace unless-—log-file is
also specified (see below).

For compatibility with older versions of OV&ny is accepted as a word but has no effect.
-V
—-verbose

Sets the maximum logging verbosityée equivalent to——verbose=dbg

—vPAT TERN: destinationpattern

——verbose=RAT TERN: destinationpattern
Sets the log pattern folestinatiorto pattern Refer toovs—appct8) for a description of thealid
syntax forpattern

—VFACILITY: facility

——verbose=RACILITY: facility
Sets the RFC5424 facility of the log messédgeility can be one okern, user, mail, daemon
auth, syslog Ipr, news uucp, clock, ftp, ntp, audit, alert, clock2, localQ, locall, local2, local3,
local4, local5, local6 or local?. If this option is not specifiedaemonis used as the default for the
local system syslog andcalO is used while sending a message to thgetaprovided via the
—-syslog-targetoption.

——log—file[=file]
Enables logging to a filelf file is specified, then it is used as th@& name for the log fileThe
default log file name usedfife is omitted is'var/log/openvswitch/ovsdb-serer.log.

—-syslog-targethostport

Send syslog messages to Up#tt on host in addition to the system sysloglhe hostmust be a
numerical IP address, not a hostname.

—-syslog—-methodmethod

Specifymethodhow syslog messages should be sent to syslog daefalowing forms are sup-
ported:

. libc, use libc syslog() function. Thisis the default behdor. Downside of using this
options is that libc adds fixed prefix teeey message before it is actually sent to the sys-
log daemon eer /dev/log UNIX domain socket.

. unix:file, use UNIX domain socket directlyit is possible to specify arbitrary message
format with this option.However, rsyslogd 8.9and older versions use hard coded parser
function alyway that limits UNIX domain soek use. If you want to use arbitrary mes-
sage format with oldersyslogd versions, then use UDP socket to localhost IP address
instead.

. udp:ip:port, use UDP sookt. Wth this method it is possible to use arbitrary message
format also with oldersyslogd When sending syslog messagesrdJDP socket gtra
precaution needs to be taken into account, f@mple, syslog daemon needs to be

Open vSwitch 2.4.90 4



ovsdb-serer(1) OpervSwitch Manual ovsdb-server(1)

configured to listen on the specified UDP port, accidental iptables rules could be-interfer
ing with local syslog trdiic and there are some security considerations that apply to UDP
sockets, but do not apply to UNIX domain sockets.

Public Key Infrastructur e Options
The options described b&ldor configuring the SSL publicely infrastructure accept a special syntax for
obtaining their configuration from the databa#feany of these options is gén db:dbtablecolumnas its
argument, then the actual file name is read from the specifiedhnin table within thedb database. The
columnmust h&e type string or set of stringsThe first nonempty string in the table is taken as the file
name. (Thisneans that ordinarily there should be at most owdmaable)

—p privkeypem

——private—key=privkeypem
Specifies a PEM file containing thevate key wised asovsdb-sewer’s identity for outgoing SSL
connections.

—-ccert.pem

——certificate=cert.pem
Specifies a PEM file containing a certificate that certifies thetprkey gecified on-p or ——pri-
vate—key to be trustwrthy. The certificate must be signed by the certificate authority (CA) that
the peer in SSL connections will use to verify it.

—C cacert.pem

——ca~—cert=cacert.pem
Specifies a PEM file containing the CA certificate thatdb—sewer should use to verify certifi-
cates presented to it by SSL peefBhis may be the same certificate that SSL peers userifg v
the certificate specified orc or ——certificate, or it may be a different one, depending on the PKI
design in use.)

-C none

——ca—cert=none
Disables verification of certificates presented by SSL peers. This introduces a security risk,
because it means that certificates cannot be verified to be those of known trusted hosts.

—-bootstrap—ca-certacert.pem
Whencacert.pemnexists, this option has the same effect-&or ——ca—cert If it does not gist,
then ovsdb-serer will attempt to obtain the CA certificate from the SSL peer on its first SSL
connection and sa it to the named PEM file. If it is successful, it will immediately drop the con-
nection and reconnect, and from then on all SSL connections must be authenticated by a certificate
signed by the CA certificate thus obtained.

This option exposes the SSL connection to a man-in-the-middle attack obtaining the initial
CA certificate, but it may be useful for bootstrapping.

This option is only useful if the SSL peer sends its CA certificate as part of the SSL certificate
chain. TheSSL protocol does not require the server to send the CA certificate.

This option is mutually exclug with —-C and——ca-cert

——peer—ca-certpeer-cacert.pem
Specifies a PEM file that contains one or more additional certificates to send to SSlppeers.
cacert.penshould be the CA certificate used to smysdb—sewer’s own certificate, that is, the
certificate specified orc or ——certificate. If ovsdb—sewer’s certificate is self-signed, then
——certificate and——peer—ca-certshould specify the same file.

This option is not useful in normal operation, because the SSL peer must alreathel@A cer
tificate for the peer to a any onfidence irovsdb—-sewrer’s identity Howevae, this offers a \ay
for a nav installation to bootstrap the CA certificate on its first SSL connection.

Other Options
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——unixctl=soket
Sets the name of the control socket on winiegbdb—sewer listens for runtime management com-
mands (seRUNTIME MAN AGEMENT COMMANDS , below). If soket does not begin with
/, it is interpreted as relag o /var/run/openvswitch. If ——unixctl is not used at all, the daflt
socket igvar/run/openvswitch/ovsdb—sever. pid.ctl, wherepid is ovsdb—sewer’s process ID.

On Windows, uses aérnel chosen TCP port on the localhost to listen for runtime management
commands. Thé&ernel chosen TCP port value is written in a file whose absolute path is pointed
by soket. If ——unixctl is not used at all, the file is createdoasdb—sewer.ctl in the configured
OVS_RUNDIRdirectory.

Specifyingnonefor soke disables the control socket feature.
-h
——help Prints a brief help message to the console.
-V
—=version
Prints version information to the console.

RUNTIME MAN AGEMENT COMMANDS
ovs—appct8) can send commands to a runnimgdb—sewer process. Theurrently supported com-
mands are described belo

OVSDB-SERVER COMMANDS
These commands are specifiotsdb—sewer.

exit Cause®vsdb-sewer to gracefully terminate.

ovsdb-sewer/compact [db]...
Compacts each databadb in-place. Ifno db is specified, compactsvey database in-place.
Databases are also automatically compacted occasionally.

ovsdb-sewer/reconnect
Makesovsdb—-sewer drop all of the JSON-RPC connections to database clients and reconnect.

This command might be useful for debugging issues with database clients.

ovsdb-sewer/add-remote remote
Adds a remote, as if—-remoteremotehad been specified on tlewsdb—sewver command line.
(If remoteis already a remote, this command succeeds without changing the configuration.)

ovsdb—-sewer/remove-remote remote
Remawes the specifiedemotefrom the configuration, failing with an errorrémoteis not config-
ured as a remote. This command only works with remotes that were namettemnote or
ovsdb-sewer/add-remote, that is, it will not remee remotes added indirectly becauseythwere
read from the database by configurindbadb,tablecolumnremote. (u can remee a dtabase
source withovsdb—-sewer/remove-remote dbdb,tablecolumn but not individual remotes found
indirectly through the database.)

ovsdb-sewer/list-remotes
Outputs a list of the currently configured remotes named -enremote or
ovsdb-sewer/add-remote, that is, it does not list remotes added indirectly becausewkeee
read from the database by configurindpadb,tablecolumnremote.

ovsdb-sewer/add—db database
Adds thedatabasdo the runningpvsdb-sewer. The database file must alreadyé&deen created
and initialized using, for exampleysdb—tool create

ovsdb-sewer/remove-db database
Remawes databaserom the runningovsdb—-sewer. databasemust be a database name as listed
by ovsdb-sewner/list—-dbs.

Open vSwitch 2.4.90 6



ovsdb-serer(1)

OpervSwitch Manual ovsdb-server(1)

If a remote has been configured that points to the spedéitabase(e.g. ——remote=db:data-
base... on the command line), then it will be disabled until another database with the same name
is added again (witbvsdb—-sewer/add—db).

Any public key infrastructure options specified through this database (e-gpri-
vate—key=db:database,. on the command line) will be disabled until another database with the
same name is added again (wotlsdb-sewer/add—-db).

ovsdb—sewer/list—dbs

Outputs a list of the currently configured databases added either through the command line or
through theovsdb—sewer/add—db command.

VLOG COMMANDS
These commands managesdb—sewer’s logging settings.

vliog/set[sped

Sets logging heels. Without ary speg sets the log feel for every module and destination tibg.
Otherwise,specis a list of words separated by spaces or commas or colons, up to one from each
category below:

. A valid module name, as displayed by tHeg/list command orovs—appctl8), limits
the log level change to the specified module.

. syslog consolg or file, to limit the log level change to only to the system log, to the con-
sole, or to a file, respecdy.

On Windows platform,syslogis accepted as a word and is only useful along with the
—-syslog-targetoption (the word has no effect otherwise).

. off, emer, err, warn, info, or dbg, to control the log lgel. Messagesf the gven sve-
ity or higher will be logged, and messages of loweersty will be filtered out. off filters
out all messages. Sees—appct8) for a definition of each logvel.

Case is not significant withgpec

Regardless of the log leels set forfile, logging to a file will not taé dace unles®vsdb-serer
was invoked with the——log—file option.

For compatibility with older versions of OV&ny is accepted as a word but has no effect.

vliog/set AT TERN: destinationpattern

viog/list

Sets the log pattern folestinationto pattern Refer toovs—appct8) for a description of thealid
syntax forpattern

Lists the supported logging modules and their currestde

vlog/list-pattern

Lists logging patterns used for each destination.

vliog/reopen

Causesvsdb-sewer to close and reopen its log fil€This is useful after rotating log files, to
cause a ne log file to be used.)

This has no effect unlesssdb—sewer was invoked with the——log—file option.

vlog/disable—rate-limit [modulg...
vlog/enable-rate—limit[modul§...

Open vSwitch

By default, ovsdb—sewer limits the rate at which certain messages can be logged. When a mes-
sage would appear more frequently than the limit, it is suppressed. Vessdsk space, mas

logs easier to read, and speedsxge@ion, lut occasionally troubleshooting requires more detail.
Therefore vlog/disable—rate-limit allows rate limits to be disabled at thevdeof an individual

log module. Specify one or more module names, as displayed byldigdist command. Specify-

ing either no module names at all or tlegvord any disables rate limits forvery log module.
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Thevlog/enable-rate—limit command, whose syntax is the samelag/disable-rate-limit, can
be used to re-enable a rate limit that was previously disabled.

MEMOR Y COMMANDS
These commands report memory usage.

memory/show
Displays some basic statistics abousdb—sewrer's memory usageovsdb-sewer also logs this
information soon after startup and periodically as its memory consumption grows.

COVERAGE COMMANDS
These commands managesdb-sewrer’s “coverage counterSw hich count the number of times particu-
lar events occur during a daemaniuntime. Inaddition to these commands/sdb—-server automatically
logs caverage counter values, BIFO level, when it detects that the daem®main loop takes unusually
long to run.

Coverage counters are useful mainly for performance analysis and debugging.

coverage/show
Displays the @eraged per-second rates for the last feconds, the last minute and the last hour
and the total counts of all of thewvapage counters.

SPECIFICATIONS
ovsdb-sewer implements the Open vSwitch Databas¥ $DB) protocol specified in RFC 7047, with the
following clarifications:

3.1. JSON Usage
RFC 4627 says that names within a JSON object should be unique. The Open vSwitch JSON
parser discards all but the last value for a name that is specified more than once.

The definition of <error> allows for implementatioxtensions. Currentlpvsdb—serer uses the
following additional "error" strings which might change in later releases):

syntax error or unknown column
The request could not be parsed as ¥$0B request. An additional "syntax" membper
whose value is a string that contains JSON, may wadown the particular syntax that
could not be parsed.

internal error
The request triggered a bugdmsdb-sewer.

ovsdb error
A map or set contains a duplicateyk

3.2. Schema Format
RFC 7047 requires the "version" field in <database-schema>. Current versmrssliofserver
allow it to be amitted (future versions are likely to require it).

4. Wire Protocol
The original SDB specifications included the following reason, omitted from RFC 7047, to
operate JSON-RPC directlyer a dream instead ofver HTTP:

. JSON-RPC is a peer-to-peer protocol, but HTTP is a clienesg@notocol, which is a
poor match. Thus, JSON-RP@ep HTTP requires the client to periodically poll the
server to recee ®rver requests.

. HTTP is more complicated than stream connections and dgesvide ary correspond-
ing advantage.
. The JSON-RPC specification for HTTP transport is incomplete.
4.1.5. Monitor

For backward compatibility ovsdb—sewer currently permits a single <monitor-request> to be
used instead of an array; it is treated as a single-element &traye versions obvsdb-sener
might remae tis compatibility feature.
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Because the <json-value> parameter is used to match subsequent update notificationsm)see belo
to the request, it must be unique among allvaationitors. ovsdb—sewer rejects attempt to cre-
ate two monitors with the same identifier.

5.1. Notation
For <condition>, RFC 7047 only allows the use!sf ==, includes and excludesoperators with
set types. Open vSwitch 2.4 and later extend <condition> tes #ile use ok, <=, >=, and >
operators with columns with typé&sét of O or 1 intger” and “set of O or 1 real’ Thesecondi-
tions evaluate to false when the column is ematyd otherwise as described in RFC 7047 for inte-
ger and real types.

BUGS
In Open vSwitch before version 2.4, wharsdb—sewrer sent JSON-RPC error responses to some requests,
it incorrectly formulated them with thesult anderror swapped, so that the response appeared to indicate
success (with a nonsensical result) rather than an &rnerrequests that suffered from this problem were:
transact
get_schema

Only if the request names a nonexistent database.

monitor
lock
unlock In all error cases.
Of these cases, the only error that a well-written application is likely to encounter in practagtsr of
tables or columns that do noti&, in an situation where the application has been upgraded but the old data-
base schema is still temporarily in uséo handle this situation gracefullyve recommend that clients
should treat anonitor response with gesult that contains aerror key-value pair as an error (assuming
that the database being monitored does not contain a table aenmed

SEE ALSO

ovsdb-tool(1).
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