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NAME
vtep — hardware_vtep database schema

This schema specifies relations that a VTEP can use to integrate physical ports into logical switches main-
tained by a network virtualization controller such as NSX.

Glossary:
VTEP VXLAN Tunnel End Point, an entity which originates and/or terminates VXLAN tunnels.
HSC  Hardware Switch Controller.
NVC  Network Virtualization Controllere.g. NSX.
VRF  Virtual Routing and Forwarding instance.

TABLE SUMMARY
The following list summarizes the purpose of each of the tables imatidevare_vtep database. Eada-
ble is described in more detail on a later page.

Table Purpose
Global Top-level configuration.
Manager OVSDB management connection.

Physical_Switch

A physical switch.
Tunnel A tunnel created by a physical switch.
Physical_Port A port within a physical switch.
Logical_Binding_Stats

Statistics for a VLAN on a physical port bound to a logical network.
Logical_Switch A layer—-2 domain.
Ucast_Macs_Local

Unicast MACs (local)
Ucast_Macs_Remote

Unicast MACs (remote)
Mcast_Macs_Local

Multicast MACs (local)
Mcast_Macs_Remote

Multicast MACs (remote)
Logical_Router A logical L3 router.
Arp_Sources_Local

ARP source addresses for logical routers
Arp_Sources_Remote

ARP source addresses for logical routers
Physical_Locator_Set

Physical_Locator_Set configuration.
Physical_Locator

Physical_Locator configuration.
ACL_entry ACL_entry configuration.
ACL ACL configuration.
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TABLE RELATIONSHIPS

The following diagram shows the relationship among tables in the database. Each node represents a table.
Tables that are part of the “root sedre shown with double borders. Each edge leads from the table that
contains it and points to the table that its value represents. Edges are labeled with their column names, fol-
lowed by a constraint on the number of alloweatlies:? for zero or one* for zero or more; for one or

more. Thicklines represent strong references; thin lines represent weak references.
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Global TABLE
Top-level configuration for a hardware VTERhere must be exactly one record in @lebal table.
Summary:
switches set ofPhysical_Switcls
Database Configuration:
managers set ofManagers
Details:

switches set of Physical_Switcts
The physical switch or switches managed by the VTEP.

When a physical switch integrates support for this VTEP schema, whixpested to be the most
common case, this column should point to Bhgsical_Switchrecord that represents the switch
itself. In another possible implementation, a server or a VM presents a VTEP schema front-end
interface to one or more physical switches, presumably communicating with thgsieaph
switches wer a proprietary protocol. In that case, this column would point to oRé&ysi-
cal_Switch for each physical switch, and the set might change time as the front-end sesw
comes to represent a differing set of switches.

Database Configuration:
These columns primarily configure the database seovedlg—sewer), not the hardware VTEP itself.

managers set of Managers
Database clients to which the databaseesestiould connect or to which it should listen, along
with options for hav these connection should be configured. SeeMhbrager table for more
information.
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Manager TABLE
Configuration for a database connection to an Open vSwitch Database (OVSDB) client.

The database saw can initiate and maintain aati nnections to remote clients. It can also listen for
database connections.

Summary:
Core Features:
target string (must be unique within table)
Client Failure Detection and Handling:
max_backoff optional integerat least 1,000
inactivity _probe optional integer
Status:
is_connected boolean
status : last_error optional string
status : state optional string, one ofACTIVE, VOID, CON-
NECTING, IDLE , or BACKOFF
status : sec_since_connect optional string, containing an integet least 0
status : sec_since_disconnect optional string, containing an integet least 0
status : locks_held optional string
status : locks_waiting optional string
status : locks_lost optional string
status : n_connections optional string, containing an integet least 2
Connection Parameters:
other_config : dscp optional string, containing an integer
Details:

Core Features:

target: string (must be unique within table)
Connection method for managers.

The following connection methods are currently supported:
sslip[:porf]

The specified SSlport (default: 6640) on the host at theven ip, which must be
expressed as an IP address (not a DNS name).

SSL lkey and certificate configuration happens outside the database.

tcp:ip[:port]
The specified TChort (default: 6640) on the host at theven ip, which must be
expressed as an IP address (not a DNS name).

pssl{port][:ip]
Listens for SSL connections on the specified POR (default: 6640). If ip, which must
be expressed as an IP address (not a DNS name), is specified, then connections are
restricted to the specified local IP address.

ptep: [porf[:ip]
Listens for connections on the specified Ti@#t (default: 6640). If ip, which must be
expressed as an IP address (not a DNS name), is specified, then connections are restricted
to the specified local IP address.

Client Failure Detection and Handling:

max_backoff. optional integerat least 1,000
Maximum number of milliseconds toait between connection attempt®efault is implementa-
tion-specific.
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inactivity _probe: optional integer

Status:

Maximum number of milliseconds of idle time on connection to the client before sending an inac-
tivity probe message. If the Open vSwitch database does not communicate with the client for the
specified number of seconds, it will send a prolbe@ response is not rewed for the same addi-

tional amount of time, the database server assumes the connection has teearmaktempts to
reconnect. Defult is implementation-specifidd value of 0 disables inactivity probes.

is_connectedboolean

status :

status :

status :

status

status :

status :

status

status :

true if currently connected to this managklse otherwise.

last_error. optional string
A human-readable description of the last error on the connection to the managstr-i.e.
error(errno) . This key will exist only if an error has occurred.

state optional string, one cACTIVE , VOID, CONNECTING, IDLE , or BACKOFF
The state of the connection to the manager:

VOID Connection is disabled.

BACKOFF
Attempting to reconnect at an increasing period.

CONNECTING
Attempting to connect.

ACTIVE
Connected, remote host respesi

IDLE Connection is idle Waiting for response to keep-ad
These values may change in the future. yTdre provided only for human consumption.

sec_since_conneatptional string, containing an integet least 0
The amount of time since this manager last successfully connected to the database (in seconds).
Value is empty if manager hasvee successfully connected.

: sec_since_disconneaiptional string, containing an integeat least 0

The amount of time since this manager last disconnected from the database (in seconds). Value is
empty if manager has v disconnected.

locks_held optional string
Space-separated list of the names @E0OB locks that the connection holds. Omitted if the con-
nection does not hold ghocks.

locks_waiting optional string
Space-separated list of the names MSOB locks that the connection is currently waiting to
acquire. Omittedf the connection is not waiting for phocks.

: locks_lost optional string

Space-separated list of the names ¥SDB locks that the connection has had stolen by another
OVSDB client. Omitted if no locks wa keen stolen from this connection.

n_connectionsoptional string, containing an integeat least 2

When target specifies a connection method that listens for inbound connectionpt@Epg.or
pssl) and more than one connection is actually\egtihe \alue is the number of acé mwnnec-
tions. Otherwisethis key-value pair is omitted.

When multiple connections are agti fatus columns andel-value pairs (other than this one)
report the status of one arbitrarily chosen connection.

Connection Parameters:
Additional configuration for a connection between the manager and the database server.
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other_config : dscp optional string, containing an integer
The Differentiated Service Code Point (DSCP) is specified using 6 bits in the Type of Service
(TOS) field in the IP headdDSCP preides a mechanism to classify the network traffic and pro-
vide Quality of Service (QoS) on IP natiks. TheDSCP \alue specified here is used when estab-
lishing the connection between the manager and the database $eno value is specified, a
default value of 48 is chosewalid DSCP values must be in the range 0 to 63.
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Physical_Switch TABLE
A physical switch that implements a VTEP.

Summary:

ports set ofPhysical_Pors

tunnels set ofTunnels

Network Status:
management_ips set of strings
tunnel_ips set of strings

Identification:
name string (must be unique within table)
description string

Error Notification:
switch_fault_status : mac_table_exhaustion none
switch_fault_status : tunnel_exhaustion none
switch_fault_status : unspecified_fault none

Details:
ports: set of Physical_Pors
The physical ports within the switch.

tunnels: set of Tunnels
Tunnels created by this switch as instructed by the NVC.

Network Status:

management_ipsset of strings
IPv4 or IPv6 addresses at which the switch may be contacted for management purposes.

tunnel_ips: set of strings
IPv4 or IPv6 addresses on which the switch may originate or terminate tunnels.

This column is intended to alloa Manager to determine th@hysical_Switchthat terminates the
tunnel represented byRhysical Locator.

Identification:

name string (must be unique within table)
Symbolic name for the switch, such as its hostname.

description: string
An extended description for the switch, such as its switch login banner.

Error Notification:
An entry in this column indicates to the NVC that this switch has encountesdtaThe switch must
clear this column when the fault has been cleared.

switch_fault_status : mac_table_ exhaustiamone
Indicates that the switch has been unable to procesS Ehiies requested by the NVC due to
lack of table resources.

switch_fault_status : tunnel_exhaustionnone
Indicates that the switch has been unable to create tunnels requested by the NVC due to lack of
resources.

switch_fault_status : unspecified_fauttnone
Indicates that an error has occurred in the switch but that no more specific informatadlialidea
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Tunnel TABLE
A tunnel created by Bhysical_Switch

Summary:
local
remote
Bidirectional Forwarding Detection (BFD):
BFD Local Configuration:
bfd_config_local : bfd_dst_mac
bfd_config_local : bfd_dst_ip
BFD Remote Configuration:
bfd_config_remote : bfd_dst_mac
bfd_config_remote : bfd_dst_ip
BFD Parameters:

OpervSwitch Manual
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Physical_Locator
Physical_Locator

optional string
optional string

optional string
optional string

bfd_params : enable optional string, eithetrue or false

bfd_params : min_rx optional string, containing an integet least 1

bfd_params : min_tx optional string, containing an integet least 1

bfd_params : decay_min_rx optional string, containing an integer

bfd_params : forwarding_if_rx optional string, eithetrue or false

bfd_params : cpath_down optional string, eithetrue or false

bfd_params : check_tnl_key optional string, eithetrue or false

BFD Status:

bfd_status : enabled optional string, eithetrue or false

bfd_status : state optional string, one ofdown, init, up, or
admin_down

bfd_status : forwarding optional string, eithetrue or false

bfd_status : diagnostic optional string

bfd_status : remote_state optional string, one ofdown, init, up, or
admin_down

bfd_status : remote_diagnostic optional string

bfd_status : info optional string

Details:

local: Physical_Locator
Tunnel end-point local to the physical switch.

remote: Physical_Locator
Tunnel end-point remote to the physical switch.

Bidirectional Forwarding Detection (BFD):

BFD, defined in RFC 5880, allows point to point detection of connectivity failures by occasional transmis-
sion of BFD control messages. VTEPs are expected to implement BFD.

BFD operates by regularly transmitting BFD control messages at a gaiBated independently in each
direction. Eactendpoint specifies the rate at which it expects to vea®introl messages, and the rate at
which it's willing to transmit them. An endpoint which fails to reeeBFD control messages for a period

of three times thexpected reception rate will signal a connectiviaylf. Inthe case of a unidirectional
connectvity issue, the system not receiving BFD control messages will signal the problem to its peer in the
messages it transmits.

A hardware VTEP is gpected to use BFD to determine reachability of devices at the end of the tunnels
with which it exchanges data. This can enable the VTEP to choose a functioning service node among a set
of service nodes providing higlhaiability. It also enables the NVC to report the health status of tunnels.

In most cases the BFD peer of a hardware VTEP will be an Open vSwitch instance. The Open vSwitch
implementation of BFD aims to comply faithfully with the requirements put forth in RFC 58%@n
vSwitch does not implement the optional Authentication or “Echo Mddatures.

BFD Local Configuration:

Open vSwitch 2.4.90
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The HSC writes thedy-value pairs in théfd_config_localcolumn to specify the local configurations to
be used for BFD sessions on this tunnel.

bfd_config_local : bfd_dst_macoptional string
Set to an Ethernet address in the fopmocxxxxxxxxto set the MA expected as destination for
receved BFD paclets. Thedefault is00:23:20:00:00:01

bfd_config_local : bfd_dst_ip optional string
Set to an IPv4 address to set the IP address thgpésted as destination for reoed BFD pack-
ets. Thadefault is169.254.1.0

BFD Remote Configuration:
The bfd_config_remote column is the remote counterpart of thfel _config_local column. TheNVC
writes the ley-value pairs in this column.

bfd_config_remote : bfd_dst_macoptional string
Set to an Ethernet address in the formxxxxxxxxxx to set the destination MAto be sed for
transmitted BFD paalts. Thedefault is00:23:20:00:00:01

bfd_config_remote : bfd_dst_ip optional string
Set to an IPv4 address to set the IP address used as destination for transmitted B&D phek
default is169.254.1.1

BFD Parameters:
The NVC sets updy-value pairs in théfd_params column to enable and configure BFD.

bfd_params : enable optional string, eithetrue or false
True to enable BFD on this tunnel. The default is False.

bfd_params : min_rx: optional string, containing an integet least 1
The shortest interval, in milliseconds, at which this BFD session offers toweeBeD control
messages. Themote endpoint may choose to send messages at a slower rate. Delfds to

bfd_params : min_tx: optional string, containing an integet least 1
The shortest inteal, in milliseconds, at which this BFD session is willing to transmit BFD control
messages. Messagasl actually be transmitted at a slower rate if the remote endpoint is not will-
ing to recefre a quickly as specified. Defaults &0

bfd_params : decay_min_rx optional string, containing an integer
An alternate recee intenal, in milliseconds, that must be greater than or equbfdonin_rx.
The implementation switches frobrfd:min_rx to bfd:decay_min_rx when there is no alious
incoming data traffic at the intade, to reduce the CPU and bandwidth cost of monitoring an idle
interface. Thisfeature may be disabled by setting a value of 0. This feature is resetvarhene
bfd:decay_min_rx or bfd:min_rx changes.

bfd_params : forwarding_if_rx: optional string, eithetrue or false
True to consider the interface capable of packet I/0 as long as it continuesue agepickets
(not just BFD pacéts). Thisprevents link congestion that causes conseeuBFD control pack-
ets to be lost from marking the interface down.

bfd_params : cpath_down optional string, eithetrue or false
Set to true to notify the remote endpoint that traffic should not be forwarded to this system for
some reason other than a connectivity failure on the aaerdbeing monitored. The typical under
lying reason is “concatenated pathwdg’ that is, that connectivity beyond the local system is
down. Defults to false.

bfd_params : check_tnl_key optional string, eithetrue or false
Set to true to makBFD accept only control messages with a tunegld zero. Bydefault, BFD
accepts control messages witly aimnel ley.

BFD Status:
The VTEP setsdy-value pairs in théfd_status column to report the status of BFD on this tunri&éhen
BFD is not enabled, withfd_params:enable the HSC clears alldy-value pairs fronbfd_status
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bfd_status : enabled optional string, eithetrue or false
Set to true if the BFD session has been successfully enabled. 8lsetd the VTEP cannot sup-
port BFD or has insfitient resources to enable BFD on this tunnel. The NVC will disable the
BFD monitoring on the other side of the tunnel once this value is set to false.

bfd_status : state optional string, one oflown, init, up, or admin_down
Reports the state of the BFD session. The BFD session is fully yhaattiegotiated iUP.

bfd_status : forwarding: optional string, eithetrue or false
Reports whether the BFD session bedgethis tunnel may be used to forward ti@af Typically
this means the local session is signalifigj and the remote system igrsignaling a problem such
as concatenated path down.

bfd_status : diagnostic optional string
In case of a problem, set to an error message that reports what the local BFD session thinks is
wrong. Theerror messages are defined in section 4.1 of [RFC 5880].

bfd_status : remote_stateoptional string, one oflown, init, up, or admin_down
Reports the state of the remote endpsiBED session.

bfd_status : remote_diagnosticoptional string
In case of a problem, set to an error message that reports what the remote srigfidisgssion
thinks is wrong. The error messages are defined in section 4.1 of [RFC 5880].

bfd_status : info: optional string
A short message providing further information about the BFD status (possibly including reasons
why BFD could not be enabled).

Open vSwitch 2.4.90 DB Schema 1.4.0 10
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Physical_Port TABLE
A port within aPhysical_Switch

Summary:
vlan_bindings map of intgerLogical_Switch pairs, ey in range 0
to 4,095
acl_bindings map of integeACL pairs, ley in range 0 to 4,095
vlan_stats map of intgerdiogical_Binding_Stats pairs, ley in
range O to 4,095
Identification:
name string
description string
Error Notification:
port_fault_status : invalid_vlan_map none
port_fault_status : invalid_ACL_binding none
port_fault_status : unspecified_fault none
Details:

vlan_bindings: map of integel-ogical_Switch pairs, ley in range 0 to 4,095
Identifies hav VLANS on the physical port are bound to logical switches. If, for example, the map
contains a (VLAN, logical switch) paia packet that arsres on he port in the VLAN is consid-
ered to belong to the paired logical switch. A value of zero in the VLAN field means that untagged
traffic on the physical port is mapped to the logical switch.

acl_bindings map of integetACL pairs, ley in range 0 to 4,095
Attach Access Control Lists (ACLS) to the physical port. The column consists of a map of VLAN
tags toACLs. If the \alue of the VLAN tag in the map is 0, this means that the ACL is associated
with the entire physical port. Non-zero values mean that @lei8 to be applied only on paets
carrying that VLAN tag alue. Switches will not necessarily support matching on the VLAN tag
for all ACLs, and unsupportedG\. bindings will cause errors to be reported. The binding of an
ACL to a pecific VLAN and the binding of an ACL to the entireypttal port should not be com-
bined on a single physical port. That is, a mix of zero and non-egsarkthe map is not recom-
mended.

vlan_stats map of integerogical_Binding_Statspairs, ley in range 0 to 4,095
Statistics for VLANs bound to logical switches on the physical port. An implementation that fully
supports such statistics would populate this column with a mappingeigr\éLAN that is bound
in vlan_bindings. An implementation that does not support such statistics or only partially sup-
ports them would not populate this column or partially populate it, reggdgcth value of zero in
the VLAN field refers to untagged traffic on the physical port.

Identification:

name string
Symbolic name for the poriThe name ought to be unique within &egi Physical Switch but
the database is not capable of enforcing this.

description: string
An extended description for the port.

Error Notification:
An entry in this column indicates to the NVC that thegital port has encountered a fault. The switch
must clear this column when the error has been cleared.

port_fault_status : invalid_vlan_map: none
Indicates that a VLAN-to-logical-switch mapping requested by the controller could not be instan-
tiated by the switch because of a conflict with local configuration.
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port_fault_status : invalid_ACL_binding : none
Indicates that an error has occurred in associating an ACL with a port.

port_fault_status : unspecified_fault none
Indicates that an error has occurred on the port but that no more specific informatailalea
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Logical_Binding_Stats TABLE
Reports statistics for theogical _Switchwith which a VLAN on aPhysical_Portis associated.

Summary:
Statistics:

packets_from_local integer
bytes from_local integer
packets to_local integer
bytes to_local integer

Details:

Statistics:

These statistics count only packets to which the binding applies.

packets from_local integer
Number of packets sent by tRéaysical_Switch

bytes from_local integer
Number of bytes in packets sent by Bigysical_Switch

packets to_localinteger
Number of packets reced by the Physical _Switch

bytes to_local integer
Number of bytes in packets reead by the Physical_Switch
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Logical_Switch TABLE
A logical Ethernet switch, whose implementation may spasipal and virtual media, possibly crossing
L3 domains via tunnels; a logical layer—2 domain; an Ethernet broadcast domain.

Summary:
Per Logical-Switdh Tunnel key:.
tunnel_key optional integer
Identification:
name string (must be unique within table)
description string
Details:

Per Logical-Switdh Tunnel key:.
Tunnel protocols tend to ke a feld that allows the tunnel to be partitioned into sub-tunnels: VXLAN has a
VNI, GRE and STT hee a ley, CAPWAP has a WSI, and so omVe all these generically “tunneleys’
Given that one needs to use a tunney i all, there are at least weasonable ways to assign their values:

. Per Logical_Switch+Physical_Locator pair. That is, each logical switch may be
assigned a different tunnebk an every Physical_Locator. This model is especially
flexible.

In this model Physical_Locator carries the tunneley. Therefore, ond>hysical_Loca-
tor record will exist for each logical switch carried at2egilP destination.

. PerLogical_Switch. That is, &ery tunnel associated with a particular logical switch car
ries the same tunneley regadless of thePhysical Locator to which the tunnel is
addressed. Thigsnodel may ease switch implementation because it imposesr fe
requirements on the hardware datapath.

In this model,Logical_Switch carries the tunneldy. Therefore, ond>hysical_Locator
record will exist for each IP destination.

tunnel_key: optional integer
This column is used only in the tunnelykper Logical_Switch model (see ab@&), because only in
that model is there a tunned\kassociated with a logical switch.

For vxlan_over_ipv4 encapsulation, this column is the VXLAN VNI that identifies a logical
switch. Itmust be in the range 0 to 16,777,215.

Identification:

name string (must be unique within table)
Symbolic name for the logical switch.

description: string
An extended description for the logical switch, such as its switch login banner.
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Ucast_Macs_Local TABLE
Mapping of unicast ME addresses to tunnels (physical locators). This table is written by the HSC, so it
contains the M& addresses that kia been learned on physical ports by a VTEP.

Summary:
MAC string
logical_switch Logical_Switch
locator Physical_Locator
ipaddr string

Details:
MAC : string

A MAC address that has been learned by the VTEP.
logical_switch Logical_Switch
The Logical switch to which this mapping applies.
locator: Physical_Locator
The physical locator to be used to reach thisQvildress. In this table, the physical locator will
be one of the tunnel IP addresses of the appropriate VTEP.
ipaddr: string
The IP address to which this MAcorresponds. Optional field for the purpose of ARP supression.
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Ucast_Macs_Remote TABLE
Mapping of unicast M& addresses to tunnels (pdical locators). This table is written by the NVC, so it
contains the M& addresses that the NVC has learned. These include VN ifdresses, in which case
the physical locators will beypervisor IP addresses. The NVC will also report MACs that it has learned

from other HSCs in the nebrk, in which case the physical locators will be tunnel IP addresses of the cor
responding VTEPS.

Summary:
MAC string
logical_switch Logical_Switch
locator Physical_Locator
ipaddr string

Details:
MAC : string

A MAC address that has been learned by the NVC.
logical_switch Logical_Switch
The Logical switch to which this mapping applies.

locator: Physical_Locator

The physical locator to be used to reach thisQvildress. In this table, the physical locator will
be either a hypervisor IP address or a tunnel IP addresses of another VTEP.

ipaddr: string
The IP address to which this MAcorresponds. Optional field for the purpose of ARP supression.
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Mcast_Macs_Local TABLE
Mapping of multicast ME addresses to tunnels (pdical locators). This table is written by the HSC, so it
contains the M& addresses that i been learned on physical ports by a VTERese may be learned by
IGMP snooping, for example. This table also specifies tochandle unknown unicast and broadcast pack-

ets.

Summary:
MAC string
logical_switch Logical_Switch
locator_set Physical_Locator_Set
ipaddr string

Details:
MAC : string

A MAC address that has been learned by the VTEP.

The keyword unknown—-dst is used as a specidtthernet addressthat indicates the locations to
which packets in a logical switch whose destination addresses do not otherwise appear in
Ucast_Macs_Local (for unicast addresses) dvicast_Macs_Local (for multicast addresses)
should be sent.

logical_switch Logical_Switch
The Logical switch to which this mapping applies.
locator_set Physical_Locator_Set
The physical locator set to be used to reach thiCMédress. In this table, the ysical locator
set will be contain one or more tunnel IP addresses of the appropriate VTEP(S).
ipaddr: string
The IP address to which this MAcorresponds. Optional field for the purpose of ARP supression.
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Mcast_Macs_Remote TABLE
Mapping of multicast ME addresses to tunnels (physical locators). This table is written by the NVC, so it
contains the M& addresses that the NVC has learned. This table also specifieto andle unknan
unicast and broadcast packets.

Multicast packet replication may be handled by a service node, in which casgsimlplocators will be
IP addresses of service nodes. If the VTEP supports replication onto multiple tunnels, then this may be used
to replicate directly onto VTEP-hypervisor tunnels.

Summary:
MAC string
logical_switch Logical_Switch
locator_set Physical_Locator_Set
ipaddr string

Details:
MAC : string

A MAC address that has been learned by the NVC.

The keyword unknown—-dst is used as a specidtthernet addressthat indicates the locations to
which packets in a logical switch whose destination addresses do not otherwise appear in
Ucast_Macs_Remotdfor unicast addresses) btcast Macs_Remote(for multicast addresses)
should be sent.

logical_switch Logical_Switch
The Logical switch to which this mapping applies.
locator_set Physical_Locator_Set
The physical locator set to be used to reach thiCMédress. In this table, the ysical locator
set will be either a service node IP address or a set of tunnel IP addresses of hypervisors (and
potentially other VTEPS).
ipaddr: string
The IP address to which this MAcorresponds. Optional field for the purpose of ARP supression.
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Logical_Router TABLE
A logical router or VRE A logical router may be connected to one or more logical switches. Subnet
addresses and interface addresses may be configured on the interfaces.

Summary:
switch_binding map of stringkogical_Switch pairs
static_routes map of string-string pairs
acl_binding map of stringACL pairs
Identification:
name string (must be unique within table)
description string
Error Notification:
LR _fault_status : invalid_ACL_binding none
LR_fault_status : unspecified_fault none
Details:

switch_binding: map of stringkogical_Switch pairs
Maps from an IPv4 or IPv6 address prefix in CIDR notation to a logical switch. Multiplegsrefix
may map to the same switch. By writing a 32-bit (or 128-bit for v6) address with a /N prefix
length, both the route’interface address and the subnet prefix can be configuredx&ople,
192.68.1.1/24 creates a /24 subnet for the logical switch attached to the interface and assigns the
address 192.68.1.1 to the router interface.

static_routes map of string-string pairs
One or more static routes, mapping IP prefixes to next hop IP addresses.

acl_binding: map of stringACL pairs
Maps ACLs to logical router interfaces. The router interfaces are indicated using IP address nota-
tion, and must be the same interfaces created ismitieh_binding column. For example, anGL
could be associated with the logical router irsteefwith an address of 192.68.1.1 as defined in the
example abue.

Identification:

name string (must be unique within table)
Symbolic name for the logical router.

description: string
An extended description for the logical router.

Error Notification:
An entry in this column indicates to the NVC that the HSC has encountered a fault in configuring state
related to the logical router.

LR_fault_status : invalid_ACL_binding : none
Indicates that an error has occurred in associating an ACL with a logical router port.

LR_fault_status : unspecified_fault none
Indicates that an error has occurred in configuring the logical router but that no more specific
information is aailable.
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Arp_Sources_Local TABLE
MAC address to be used when a VTEP issues ARP requests on behalf of a logical router.

A distributed logical router is implemented by a set of VTEPs (both hardware VTEPs and vswitches). In
order for a gren VTEP to populate the local ARP cache for a logical roittéssues ARP requests with a
source MAC address that is unique to the VT.EPsingle per-VTEP MAC can be re-used across all logical
networks. This table contains the MACs that are used by the VTEPs wéraHfsC. The table provides the
mapping from MAC to physical locator for each VTEP so that replies to the ARP requests can be sent back
to the correct VTEP using the appropriate physical locator.

Summary:

Src_mac string

locator Physical_Locator
Details:

Src_mac string
The source M& to be sed by a gien VTEP.

locator: Physical_Locator
ThePhysical_Locatorto use for replies to ARP requests from thisM&ldress.
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Arp_Sources_Remote TABLE
MAC address to be used when a remote VTEP issues ARP requests on behalf of a logical router.

This table is the remote counterpart?op_sources_local The NVC writes this table to notify the HSC of
the MACs that will be used by remote VTEPs whelyilssue ARP requests on behalf of a distell logi-

cal router.
Summary:

src_mac string

locator Physical_Locator
Details:

Src_mac string
The source M& to be sed by a gien VTEP.

locator: Physical_Locator
ThePhysical_Locatorto use for replies to ARP requests from thisM&ldress.
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Physical_Locator_Set TABLE
A set of one or mor@hysical_Locators.

This table exists only because OVSDB does net lzavay to express the type “map from string to one or
morePhysical_Locatorrecords.

Summary:
locators immutable set of 1 or mofehysical_Locators

Details:
locators: immutable set of 1 or moRhysical_Locators
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Physical_Locator TABLE
Identifies an endpoint to which logical switch traffic may be encapsulated and forwarded.

For thevxlan_over_ipv4 encapsulation, the only encapsulation definedsalf endpoints associated with
a gven Logical_Switch must use a common tunneykwhich is carried in théunnel_key column ofLog-
ical_Switch.

For some encapsulations yet to be defined, wgeetPhysical_Locatorto identify both an endpoint and a
tunnel ley. When the first such encapsulation is defined, xpeet to add dtunnel_key” c olumn toPhys-
ical_Locator to allow the tunnel ky  be cfined.

See the “Per Logical-Switch Tunnekl{ section in theLogical_Switchtable for further discussion of the

model.

Summary:
encapsulation_type immutable string, must bexlan_over_ipv4
dst_ip immutable string

Details:

encapsulation_type immutable string, must bexlan_over_ipv4
The type of tunneling encapsulation.

dst_ip: immutable string
For vxlan_over_ipv4 encapsulation, the IPv4 address of the VXLAN tunnel endpoint.

We expect that this column could be used for IPv4 or IPv6 addresses in encapsulations to be intro-
duced later.
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ACL_entry TABLE

Describes the individual entries that comprise an Access Control List.

Each entry in the table is a single rule to match on certain header fields. While there geenartdrer of

fields that can be matched on, most hamwcannot match on arbitrary combinations of fields. It is com-
mon to match on either L2 fields (described eilo the L2 group of columns) or L3/L4 fields (the L3/L4
group of columns) but not both. The hardware switch controller may log an error if an ACL entry requires it
to match on an incompatible mixture of fields.

Summary:

sequence

L2 fields:
source_mac
dest_mac
ethertype

L3/LA4 fields:
source_ip
source_mask
dest_ip
dest_mask
protocol
source_port_min
source_port_max
dest_port_min
dest_port_max
tcp_flags
tcp_flags_mask
icmp_type
icmp_code

direction

action

Error Notification:
acle_fault_status : irvalid_acl_entry
acle_fault_status : unspecified_fault

Details:
sequenceinteger

The sequence number for th€lA entry for the purpose of ordering entries in an ACLwéb
numbered entries are matched before higher numbered entries.

L2 fields:

source_mac optional string

integer

optional string
optional string
optional string

optional string
optional string
optional string
optional string
optional integer
optional integer
optional integer
optional integer
optional integer
optional integer
optional integer
optional integer
optional integer

string, eithelingressor egress
string, eithedeny or permit

none
none

Source MAC address, in the formx:xxxxxxXXx XX

dest_mac optional string

Destination MAC address, in the formxxxxxxxxxxx

ethertype: optional string

Ethertype in hexadecimal, in the foBRAAAA

L3/L4 fields:

source_ip optional string

Source IP address, in the fopm.xx.xx.xxfor IPv4 or appropriate colon-separateddmecimal

notation for IPv6.

source_mask optional string

Mask that determines which bits of source_ip to match on, in the gnw.xx.xxfor IPv4 or
appropriate colon-separated hexadecimal notation for IPv6.
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dest_ip optional string
Destination IP address, in the fosm.xx.xx.xxor IPv4 or appropriate colon-separatecdueci-
mal notation for IPv6.

dest_mask optional string
Mask that determines which bits of dest_ip to match on, in the gnw.xx.xxor IPv4 or appro-
priate colon-separated hexadecimal notation for IPv6.

protocol: optional integer
Protocol number in the IPv4 header value of the "next header" field in the IPv6 header.

source_port_min optional integer
Lower end of the range of source port values. The value specified is included in the range.

source_port_max optional integer
Upper end of the range of source port values. The value specified is included in the range.

dest_port_min: optional integer
Lower end of the range of destination port values. The value specified is included in the range.

dest_port_max optional integer
Upper end of the range of destination port values. The value specified is included in the range.

tcp_flags optional integer
Integer representing the value of TCP flags to match. For example, the SYN flag is the second
least significant bit in the TCP flags. Hence a value ob@dvindicate that the "SYN" flag should
be set (assuming an appropriate mask).

tcp_flags_mask optional integer
Integer representing the mask to apply when matching TCP flagexBmple, a value of 2ould
imply that the "SYN" flag should be matched and all other flags ignored.

icmp_type: optional integer
ICMP type to be matched.

icmp_code optional integer
ICMP code to be matched.

direction: string, eitheringressor egress
Direction of traffic to match on the specified port, either "ingresstia(th the logical switch or
router) or "egress" (leaving the logical switch or router).

action: string, eitherdeny or permit
Action to tale for this rule, either "permit" or "deny".

Error Notification:
An entry in this column indicates to the NVC that th€LAcould not be configured as requested. The
switch must clear this column when the error has been cleared.

acle_fault_status : irvalid_acl_entry: none
Indicates that an ACL entry requested by the controller could not be instantiated by the switch, e.g.
because it requires an unsupported combination of fields to be matched.

acle_fault_status : unspecified_faultnone
Indicates that an error has occurred in configuring the ACL entry but no more specific information
is available.
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ACL TABLE

Access Control List table. Each ACL is constructed as a set of entries fralC thentry table. Rickets
that are not matched byweantry in the ACL are allowed by default.

Summary:
acl_entries set of 1 or mordCL_entrys
acl_name string (must be unique within table)
Error Notification:
acl_fault_status : irvalid_acl none
acl_fault_status : resource_shortage none
acl_fault_status : unspecified_fault none
Details:

acl_entries set of 1 or moréACL_entrys
A set of references to entries in tAREL_entry table.

acl_name string (must be unigue within table)
A human readable name for the ACL, which may (for example) be displayed on the switch CLI.

Error Notification:

An entry in this column indicates to the NVC that th€LAcould not be configured as requested. The

switch must clear this column when the error has been cleared.

acl_fault_status : irvalid_acl: none
Indicates that an @L requested by the controller could not be instantiated by the switch, e.g.,
because it requires an unsupported combination of fields to be matched.

acl_fault_status : resource_shortagenone
Indicates that an @L requested by the controller could not be instantiated by the switch due to a
shortage of resources (e.g. TCAM space).

acl_fault_status : unspecified_fauttnone

Indicates that an error has occurred in configuring the A@Lnb more specific information is
available.
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